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SECTION B — SUPPLIES OR SERVICES AND PRICES/COSTS

B.1 Contract Line Items, Descriptions, and Ceilings

CLIN SUPPLIES/SERVICES UNIT (U.S. UNIT PRICE MAX AMOUNT
Dollars)

0001 TTAC Infrastructure Moderni- $250,000,000.00
zation (TIM)

Ordering Period: 60 months

B.1.1 Contract Maximum Quantity and Contract Value

(a) The Government intends to award a single Indefinite Delivery Indefinite Quantity type contract.

(b) The minimum guarantee [or the contract will bel®*

(¢) The specific services and quantities will be identified on each Order.

(d) A combined maximum ceiling of two hundred fifty million ($250,000,000.00) is established as
the cumulative total of all orders for the entire ordering period.

B.2 General

The Contractor shall provide, in accordance with issued Order {also noted herein as Task Orders
[TOs], all management, supervision, labor, facilities, and materials necessary to provide security sup-
port services to TSA’s projects and programs on an Indefinite-Delivery-Indefinite-Quantity (IDIQ)
basis. Orders may be issued on a Fixed Price (FP), Cost Reimbursement, and/or Time-and-Materials
(T&M) basis. Orders will be 1ssued in accordance with the procedures set forth herein.

B.3 Orders

Orders may be placed during the Ordering Period specilied in Section B.1. However, there is no require-
ment for the Government to issue any Orders beyond the initial Order provided it exceeds the Minimum
Guarantee and the Government is not required to place future Orders or exercise Options under Orders.
This is not a multi-year contract within the meaning of FAR Part 17.1. Orders may be issued with per-
formance periods up to twelve months and may reflect additional option perieds. Orders may exceed
twelve months in duration provided such issuance is consistent with applicable law, regulation and rules
applicable to the funds appropriation cited in the Order. The performance period will be specified in the
Order and may include option periods which extend the TO up to twelve (12) months beyond the expira-
tion date of this contract.

B.4 Contract Pricing

B.4.1 Loaded Labor Rates Applicable to Fixed Price and Time and Materials (T&M) Orders
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Orders issucd on a FP or T&M basis shall be priced using the loaded labor rates that do not exceed
those specified in Section B.5, Loaded Labor Rates Tables. The labor rates reflect the fully-burdened
rates (including profit) for each labor category and apply to all direct labor hours.

(ay Labor. The labor rates in Section B.5 are fully-burdened hourly rates for each skill classifi-
cation and apply to all direct labor hours. The fully-burdened labor rates include all direct, indirect,
general and administrative costs and profit associated with providing the required skill. The fully-
burdened labor rates include all labor and labor-related costs, such as, but not limited to, the following
list of representative labor-related costs: salaries, wages, bonuses to include stock bonuses, incentive
awards, employee stock options, stock appreciation rights, employee stock ownership plans, employee
insurance, fringe benefits, contributions to pension, other post-retirement benefits, annuity, employee
incentive compensation plans, incentive pay, shift differentials, overtime, vacation time, sick pay, hol-
idays, and all other allowances that should be included in a comprehensive employee compensation
plan. The Government requires the contractor to state how many hours 1s their equivalent to a full
time employee.

(1) Government Site Rates. These rates shall be used when contractor personnel are per-
forming at Government site. The Government will provide reasonable work space, furni-
ture, equipment and supplies, as specified in the individual Orders.

(2) Contractor Site Rates. These rates shall be used when contractor personnel are perform-
ing at the Contractor’s own facility/site. The Contractor shall furnish all office space,
supplies, materials and services required to perform the work. This includes, but 1s not
limited to, telephones, faxes, copiers, personal computers, postage (to include courier
services such as Federal Express), ordinary business software (e.g., word processing,
spreadsheets, graphics, etc.), normal copying and reproduction costs.

(3) Other Direct Costs. The Other Direct Costs (ODCs) are for order-related travel. The
cost of general-purpose items required for the conduct of the Contractor’s normal busi-
ness operations will not be considered an allowable ODC in the perlormance ol orders
under this contract. Only travel authorized in writing by the COTR prior to expenditure
shall be reimbursed.

B.4.1.1 Fixed Price Task Orders (TOs)

For FFP type task orders, the quantity of each item or labor category ordered as negotiated for the
task will be multiplied against the rate(s) listed in this schedule, and the cumulative extended total
of all items ordered will define the lump sum fixed price for the TO. Discounts from these rates
may be obtaincd at the time of ncgotiation. Travel costs will be in accordance with the Federal
Travel Regulations (FTR), if applicable, and may be estimated for each TO and will be funded on
a NTE basis. Travel shall remain separate [rom the total fixed price [or labor and ODCs and will
be reimbursed in accordance with the Federal Travel Regulation.

B.4.1.2 T&M Task Orders (TOs)
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For T&M type TOs, the quantity of hours ordered from each labor category will be specified as de-
liverable hours billable at the ceiling rates specified in the Section B.5 Pricing Rate Tables or as nego-
tiated, if lower rates are proposed for TO. ODCs will be estimated for each TO. Profit/fee is unal-
lowablc on ODCs. The cumulative extended total of all 1abor categories ordered plus ODCs will de-
fine the TO ceiling price. The government will not reimburse the Contractor for costs incurred be-
yond the ceiling price, for hours not delivered, for hours delivered but in excess of the quantities or-
dered for a particular labor category or for ODCs exceeding authorized amounts. For hours ordered
but not dclivered, the Government may issuc a unilateral modification to the order that reducces the
price of the order and de-obligates funds from the order in proportion to the number of hours ordered
but not delivered. The contractor is not permitted to adjust T&M labor hours among categories after
award within the overall NTE of the order, unless approved in writing by the Contracting Officer.

B.4.1.3 Cost Reimbursement Pricing

The government reserves the right to negotiate lower rates 1o ensure that they comply with require-
ments in table 15-2 in FAR 15.408 and are in accordance with any approved Defense Contract Audit
Agency/Defense Contract Management Agency rates. These rates include all applicable direct and
indirect rates estimates building up to the total cost.

If the TO type is to be Cost-Plus Award Fee (CPAF), the fixed portion of fee and the award portion
will be clearly differentiated. Payment from the award fee pool will be based on the standards and
procedures outlined in Section 1.7, Determination of Award Fee, Section 1.8, Performance Evaluation
Plan and 1.9, Distribution of Award FFee. Un-awarded fees shall not be rolled over into another per-
tformance period.

B.5 Loaded Labor Rates Tables

The Loaded Labor Rates Tables provide labor category descriptions, labor rates, and travel {ODCs)
[or performance of the requirements as specified in individual Orders. Fully loaded hourly labor rates
are included for each labor category both at the Contractor site and at Government sites. These fully-
loaded hourly labor rates are the maximum rates allowable for Prime Contractors and Subcontractors.
These rates will be used for Firm Fixed Price and Time & Material task orders.

The contractor’s labor categories shall include labor qualifications that describe required experience,
certification and education. The contractor shall certify on each submitted invoice that individuals bill-

ing against a particular labor category meet the associated qualification requirements.

B.5S LOADED LABOR RATES TABLES FOR IDIQ

Hourly Rate Hourly Rate
Onsite Offsite
Labor Category — Year 1 (Govt Site) {Cont Site)
Administrative Specialist - Level | (b)(4)

Administrative Specialist - Level Il

Communications/Network Engineer - Level |




HSTS02-11-R-TTC206

Communications/Network Engineer - Level |l

Page 6 of 95

Communications/Network Engineer - Level lll

Configuration Management Specialist - Level |

Configuration Management Specialist - Level Il

Configuration Management Specialist - Level Il

Database Administrator - Level |

Database Administrator - Level Il

Database Administrator - Level Ill

Disaster Recovery Specialist - Level |

Disaster Recovery Specialist - Level I

Disaster Recovery Specialist - Level Il

EVM Specialist - Level |

EVM Specialist - Level ll

EVM Specialist - Level lll

Functional Analyst - Level |

Functional Analyst - Level Il

Functional Analyst - Level 1l

Help Desk Manager - Level Il

Help Desk Specialist - Level |

Help Desk Specialist - Level I

Infrastruciure Engineer - Level |

Infrastructure Engineer - Level |l

Infrastructure Engineer - Level llI

Process and Functional Analyst - Level |

Process and Functional Analyst - Level Il

Process and Functional Analyst - Level Il

Project Control Specialist - Level |

Project Control Specialist - Level Il

Project Control Specialist - Level 11l

Project Manager - Level |

Project Manager - Level Il

Project Manager - Level ll|

Quality Assurance Manager - Level lll

Quality Assurance Specialist - Level |

Quality Assurance Specialist - Level Il

Release Manager - Level Il

Release Manager - Level ll|

Security Specialist - Level |

Security Specialist - Level |l

Security Specialist - Lavel Il

Subject Matter Advisor - Level Il

Systems Administrator - Leval |

Systems Administrator - Level |l

Systems Administrater - Level lll

Systems Engineers - Level |

Systems Engineers - Level Il

Systems Engineers - Level |l

Technical Writer/Editor - Level |

(b))
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Technical Writer/Editor - Level Ill

Technology Architect - Level |

Technology Architect - Level I

Technology Architect - Level lll

Test Engineer - Level |

Test Engineer - Level Il

Test Manager - Level Il

Test Manager - Level lll

Training Specialist - Level |

Training Specialist - Lavel Il

Training Specialist - Level 1l

Web Designer - Level |

Web Designer - Level Il

Web Designer - Level [l

(b))

Labor Category — Year 2

Hourly Rate Hourly Rate
Onsite Offsite
(Govt Site) {Cont Site)

Administrative Specialist - Level |

Administrative Specialist - Level |l

Communications/Network Enginger - Level |

Communications/Network Engineer - Level Il

Communications/Network Enginger - Level I

Configuration Management Specialist - Level |

Configuration Management Specialist - Level Il

Configuration Management Specialist - Level Il

Database Administrator - Level |

Database Administrator - Level ||

Database Administrator - Level [l

Disaster Recovery Specialist - Level |

Disaster Recovery Specialist - Level |

Disaster Recovery Specialist - Level 1l

EVM Specialist - Level |

EVM Specialist - Level I

EVM Specialist - Level lll

Functional Analyst - Level |

Functional Analyst - Level Il

Functional Analyst - Level lll

Help Cesk Manager - Level Il

Help Desk Specialist - Level |

Help Desk Specialist - Level I

Infrastructure Engineer - Level |

Infrastruciure Engineer - Level Il

Infrastructure Engineer - Level Il

Process and Functional Analyst - Level |

Process and Functional Analyst - Level I

Process and Functional Analyst - Level Il

(b))
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Project Control Specialist - Level 1l

Project Control Specialist - Level 1l

Project Manager - Level |

Project Manager - Level Il

Project Manager - Level Il

Quality Assurance Manager - Level Il

Quality Assurance Specialist - Level |

Quality Assurance Specialist - Level Il

Release Manager - Level Il

Release Manager - Level 1)

Security Specialist - Level |

Security Specialist - Level ll

Security Specialist - Level Il

Subject Matter Advisor - Level Il

Systems Administrator - Level |

Systems Administrator - Level Il

Systems Administrater - Level Il

Systems Engineers - Level |

Systems Engineers - Level 1l

Systems Engineers - Level |l

Technical Writer/Editor - Level |

Technical Writer/Editor - Level ||

Technical Writer/Editor - Level 1]

Technology Architect - Level |

Technology Architect - Level |l

Technology Architect - Level lI

Test Engineer - Level |

Test Engineer - Level Il

Test Manager - Level Il

Test Manager - Level Il

Training Specialist - Laval |

Training Specialist - Level Il

Training Specialist - Level lll

Web Designer - Level |

Web Designer - Level I

Wab Designer - Level lll

(b))

Labor Category — Year 3

Hourly Rate
Onsite
(Govt Site)

Hourly Rate
Offsite
(Cont Site)

Administrative Specialist - Level |

Administrative Specialist - Level Il

Communications/Network Engineer - Level |

Communications/Network Engineer - Level |l

Communications/Network Engineer - Level lll

Configuration Management Specialist - Level |

Configuration Management Specialist - Level Il

(b))




HSTS02-11-R-TTC206

Configuration Management Specialist - Level lll

Page 9 of 95

Database Administrator - Level |

Database Administrator - Level ||

Database Administrator - Level I

Disaster Recovery Specialist - Level |

Disaster Recovery Specialist - Leval |

Disaster Recovery Specialist - Level Il

EVM Specialist - Level |

EVM Specialist - Level ll

EVM Specialist - Level lll

Functional Analyst - Lavel |

Functional Analyst - Level Il

Functional Analyst - Level lll

Help Desk Manager - Level Il

Help Desk Specialist - Level |

Help Desk Specialist - Level Il

Infrastructure Engineer - Level |

Infrastructure Engineer - Level Il

Infrastruciure Engineer - Level 11|

Process and Functional Analyst - Level |

Process and Functional Analyst - Level Il

Process and Functional Analyst - Level Il

Project Control Specialist - Level |

Project Control Specialist - Level I

Project Control Specialist - Level 11l

Project Manager - Level |

Project Manager - Level |

Project Manager - Level Il

Quality Assurance Manager - Level Il

Quality Assurance Specialist - Level |

Quality Assurance Specialist - Level Il

Release Manager - Level ||

Release Manager - Level Il

Security Specialist - Level |

Security Specialist - Level [l

Security Specialist - Level lll

Subject Matter Advisor - Level [l

Systems Administrater - Level |

Systems Administrator - Level Il

Systems Administrator - Level Il

Systems Engineers - Level |

Systems Engineers - Level ||

Systems Engineers - Level Il

Technical Writer/Editor - Level |

Technical Writer/Editor - Level |l

Technical Writer/Editor - Level [l

Technology Architect - Level |

Technology Architect - Level I

(b))
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Technology Architect - Level Il {b)(4)

Test Engineer - Level |

Test Engineer - Level Il

Test Manager - Level |

Test Manager - Level Il

Training Specialist - Level |

Training Specialist - Level Il

Training Specialist - Level Il

Web Designer - Level |

Web Designer - Level [l

Waeb Designer - Level llI

Hourly Rate Hourly Rate
Onsite Offsite
Labor Category — Year 4 (Govt Site) (Cont Site)

Administrative Specialist - Level | (b)(4)

Administrative Specialist - Level Il

Communications/Network Engineer - Level |

Communications/Network Enginger - Level |l

Communications/Network Engineer - Level Il

Configuration Management Specialist - Level |

Configuration Management Specialist - Level |

Configuration Management Specialist - Level Il

Database Administrator - Level |

Database Administrator - Level Il

Database Administrator - Level 11l

Disaster Recovery Specialist - Level |

Disaster Recovery Specialist - Level Il

Disaster Recovery Specialist - Level [l

EVM Specialist - Level |

EVM Specialist - Level |l

EVM Specialist - Level lll

Functional Analyst - Level |

Functional Analyst - Level |l

Functional Analyst - Level Il

Help Desk Manager - Level Il

Help Desk Specialist - Level |

Help Desk Specialist - Level Il

Infrastruciure Engineer - Level |

Infrastructure Engineer - Level |l

Infrastruciure Engineer - Level IlI

Process and Functional Analyst - Level |

Process and Functional Analyst - Level Il

Process and Functional Analyst - Level Il

Project Control Specialist - Level |

Project Control Specialist - Level Il

Project Control Specialist - Level [l

Project Manager - Level |
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Project Manager - Level I
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Project Manager - Level lll

Quality Assurance Manager - Level Il

Quality Assurance Specialist - Level |

Quality Assurance Specialist - Level Il

Release Manager - Level |l

Release Manager - Level Il

Security Specialist - Level |

Security Specialist - Level [l

Security Specialist - Level [ll

Subject Matter Advisor - Level [l

Systems Administrator - Level |

Systems Administrator - Level Il

Systems Administrator - Level Il

Systems Engineers - Level |

Systems Engineers - Level |l

Systems Engineers - Level |l

Technical Writer/Editor - Level |

Technical Writer/Editor - Level 1|

Technical Writer/Editor - Level lll

Technology Architect - Level |

Technology Architect - Level |l

Technology Architect - Level Il

Test Engineer - Level |

Test Engineer - Level 1l

Test Manager - Level Il

Test Manager - Level |l

Training Specialist - Level |

Training Specialist - Level Il

Training Specialist - Level Il

Web Designer - Level |

Wab Designer - Level Il

Web Designer - Level lll

(b))

Labor Category — Year 5

Hourly Rate

Onsite
(Govt Site)

Hourly Rate
Offsite
{Cont Site)

Administrative Specialist - Level |

Administrative Specialist - Level Il

Communicationg/Network Enginger - Level |

Communications/Network Engineer - Level Il

Communications/Network Enginger - Level I

Configuration Management Specialist - Level |

Configuration Management Specialist - Level Il

Configuration Management Specialist - Level Il

Database Administrator - Level |

Database Administrator - Level ||

Database Administrator - Level Ill

(b))
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Disaster Recovery Specialist - Leval |
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Disaster Recovery Specialist - Level |

Disaster Recovery Specialist - Level 1l

EVM Specialist - Level |

EVM Specialist - Level I

EVM Specialist - Level Il

Functional Analyst - Level |

Functional Analyst - Level Il

Functional Analyst - Level lll

Help Cesk Manager - Level Il

Help Desk Specialist - Level |

Help Desk Specialist - Level ll

Infrastructure Engineer - Level |

Infrastructure Engineer - Level Il

Infrastructure Engineer - Level Il

Process and Functional Analyst - Level |

Process and Functional Analyst - Level I

Process and Functional Analyst - Level Il

Project Control Specialist - Level |

Project Control Specialist - Level 1l

Project Control Specialist - Level 11l

Project Manager - Level |

Project Manager - Level Il

Project Manager - Level lll

Quality Assurance Manager - Level Il

Quality Assurance Specialist - Level |

Quality Assurance Specialist - Level |l

Release Manager - Level Il

Release Manager - Level Il

Security Specialist - Level |

Security Specialist - Level ll

Security Specialist - Level [l

Subject Matter Advisor - Level I

Systems Administrator - Level |

Systems Administrater - Level Il

Systems Administrater - Level Il

Systems Engineers - Level |

Systems Engineers - Level 1l

Systems Engineers - Level |l

Technical Writer/Editor - Level |

Technical Writer/Editor - Level |l

Technical Writer/Editor - Level (1)

Technology Architect - Level |

Technology Architect - Level |l

Technology Architect - Level lll

Test Engineer - Level |

Test Engineer - Level ||

Test Manager - Level |

(b))
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Test Manager - Level [l
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Training Specialist - Level |

Training Specialist - Level Il

Training Specialist - Level 1l

Web Designer - Level |

Web Designer - Level [l

Web Designer - Level [l

(b))

(End of Scction B)
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Transportation Security Administration

SECTION C — DESCRIPTION/SPECIFICATIONS/WORK STATEMENT
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C.1 Introduction

C.1.1 Purpose

In accordance with Federal Acquisition Regulations, a full and open competition will be sought
to establish a single award Indefinite Delivery Indefinite Quantity (IDIQ) contract to support the
Transportation Threat Assessment and Credentialing (TTAC) Infrastructure Modernization
(TIM) Program. A single award is in the best interest of the Government. The contract requires
the Contractor to work with the TIM Program in the planning, development, and implementation
of the TIM system. This is accomplished by issuing Task Orders against the IDIQ contract. The
task orders, while stand-alone orders, are inter-related working towards the TIM, TSA and DHS
mission.

C.1.2 Background
The mission of the Transportation Security Administration (TSA) is to protect the nation’s trans-
portation systems (o ensure freedom of movement [or people and commerce. TSA’s Office of
Transportation Threat Assessment and Credentialing TTAC’s mission is to reduce the probabil-
ity of a successful terrorist or other criminal attack to the transportation system through applica-
tion of the threat assessment methodologies that are intended to 1dentify known or suspected ter-
rorst or other threats working on or seeking access to the Nation’s transportation system. TTAC
serves as the lead for all security threat assessments and credentialing initiatives for transporta-
tion industry workers, individuals seeking access to critical infrastructure, and travelers. In sup-
port of its mission, TTAC needs to provide the following capabilities:

» Provides security threat assessments for various populations traveling into, out of, or

within the United States to identify terrorist or other threats to the transportation and critical

infrastructure sectors.

* Provides enrollment and credentialing services, used by an individual, to gain unescorted

access lo special, sterile and/or secure areas after successfully completing a security threat

assessment.

+ Offers screening services to support eligibility for unescorted access to special, sterile

and/or secure areas where credentials may not be provided or required.

» Conducts recurrent vetting (checks daily) on over 20 million individuals against the con-

solidated federal watch list and other derogatory data sets.

+ Engages a wide range of transportation stakeholders, requiring secure credentials, to ad-

dress current and emerging threats to the transportation industry.

» Performs end-to-end program management {or aviauion, maritime, and surface programs

with core capabilities in enrollment services, vetting operations, adjudication and credential

management.
The current TTAC security threat assessment infrastructure was not built as an integrated set of
capabilities to support multiple programs. The current TTAC vetting and credentialing services
are limited by aging and stove piped information resource management processes and tools. The
current TTAC vetting and credentialing enterprise architecture was created to support 2.5 million
individuals per year. Today, the populations supported by TTAC have increased 1o 12.5 million
individuals per year. The expected serviced populations are to grow to 20 million individuals
within the next two years and a projected 40 to 50 million increascs within the next five years,
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As a rcsult, TTAC must modernize its current infrastructure to meet the TSA mission capabilitics
and be scalable to meet the mission needs of current and future populations.

In addition to the increase in the number of requests, it is further anticipated that after five years,
existing stove-piped business processes and information systems will need to be reengineered or
replaced by a new integrated business architecture that will do the following: consolidate multi-
ple enrollment methods, implement identity management services across programs, standardize
the approach for customer relationship management, move to a person-centric view, standardize
the physical and virtual credentialing processes, standardize threat assessment processes, stand-
ardize STA notification and verification activitics, and consolidate opcrations by intcgrating pro-
gram-specific Information Technology (IT) systems and business processes into a common se-
cure vetting, adjudication and credentialing architecture and fully integrated system. Figure 1
depicts the As-Is operational architecture.

Figure 1. As-ls Operational Architecture
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The current TTAC architecture has multiple enrollment stove pipes and supporting systems as
depicted in Figure 2.

Figure 2. TTAC As-Is Architecture
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C.2 Scope

The scope of this acquisition is to design, build, transition, and operate the new TIM system to
provide capabilities and services to meet TSA's operational mission and may support other DHS
mission nceds as required. The TIM system shall be a flexible, agile, and scale-able architecture,
based on a DHS-compliant Service Oriented Architecture framework, to support the migration of
all TSA/TTAC existing populations and new populations.

At this point, the government may have additional Service Orientated Architecturce (SOA),
which may include the reuse of existing DHS IT architectural platform that are undetermined at
this time. The Government reserves the right to modify the contract as required.

C.2.1 External Interdependent Programs
The following lists the external interdependent network services that interface with the TIM Pro-
gram:

e OneNet is the DHS Wide Area Network (encrypted) composed of Verizon/AT&T leased
circuits. Customs and Border Protection {CBP) is the steward for OneNet, which itself is
a transition from an older multiprotocol label switching (MPLS) network infrastructure

¢ Data Centers 1 and 2, located in Mississippl and Virginia, are established to consolidate
information technology systems and to serve as backups for each other to maintain opera-
tions of critical departmental IT systems

e US-VISIT IDENT - Automated Biometric Identification System provides a “one step”
process for searching both the FBI Criminal Master File as well as all IDENT fingerprint
records

e USCIS Systematic Alien Verification for Entitlements (SAVE)

e Department ol Justice (DOJ) systems that include the Federal Bureau ol Investigation
(FBI) Integrated Automated Fingerprints Identification System (IAFIS) and National
Crime Information Center (NCIC)

¢ Department of Treasury, Financial Management Services Pay.gov

¢ (Custom and Border Protection (CBP) Advance Passenger Information System (APIS)

C.2.2 Constraints
This section identifies the major constraints by which the contractor must abide during the con-
duct of 1ts efforts under this SOO. The major constraints are:

e The Contractor shall utilize all current DHS, TSA and US Government policics, direc-
tives, standards, and regulations, to include OMB Circulars that are applicable 10 work
under this Task Order. This information includes, but is not limited to, the references
listed in Appendix B

¢ All infrastructures will reside in the DHS Data Centers (e.g., development/test, pre-
production, and production environments).
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e The TIM system infrastructure will be provided by the DHS Data Centers as GFE.

e The TIM system shall comply with the DHS Data Center services. For those components
proposed that are not offered by the DHS Data Centers, the government will review and,
it approved, will provide these components as GFE. The government encourages offerors
to propose components available at the DHS Data Centers for the TIM solution.

s Architecture will be a Service Oriented Architecture (SOA) that follows the DHS SOA
Framework as modified or updated

e All solutions and services shall meet DHS Enterprise Architecture policies, standards,
and procedures as these relate to SOO

o The Contractor shall ensure that the infrastructure provides an “active-active” Continuity
of Operations (COOP) capability at FOC between the two DHS Data Centers in accord-
ance with Service Level Agreements

¢ The Contractor shall ensure that all data and information is protected from unauthorized
use and disclosure, both at rest and in transmission, in accordance with the security poli-
cies and privacy controls of the DHS and TSA

e Any technologies proposed shall be cost-effective and support secure sharing of da-
ta/inlormation throughout the DHS and TSA enterprise, as well as secure data sharing
with other authorized federal, state, local, and tribal agencies

e Services performed under the task order(s) are subject to and shall comply with the
Americans with Disabilities Act (ADA), Section 508 standards, where applicable

¢ DHS governance and/or standards shall take precedence over any contradictory govern-
ance and/or standards

C.2.3 Applicable Documents
The applicable documents for this SOO are listed below:

a) Acronyms — Appendix A
b) Reference Documents - Appendix B
¢) TIM Program Master Schedule — Appendix C

C.3 Program Objectives

The objective of TIM IDIQ Contract is to obtain a solution that efficiently, effectively, and eco-
nomically provides and maintains a standard Information Technology infrastructure to support
the TSA in meeting the TSA and DHS mission. The TSA is structuring the contract in a manner
that ensures that the contractor’s goals and objectives are in alignment with those of TSA and
DHS. Supcrior performance on the contractor’s part will dircctly and indirectly link to supcrior
TSA and DHS mission accomplishment through the economic and efficient use of information
technology.



HSTS02-11-R-TTC206 Page 20 of 95

Offerors arc expected to proposc solutions that replace the cxisting stove-piped business process-
es and information systems by building a new integrated business and technical architecture that
makes use of & DHS-compliant Service Oriented Architecture (SOA) framework that is flexible
and agile that: (1) provides for the technical and business services necessary to meet all opera-
tional requircments of TTAC in-scope programs; (2) provides for intcroperability with current
TSA and DHS partners; (3) follows the established standards and governance provided by TSA
and DHS; (4) consolidates multiple enrollment methods, (5) implements identity management
services across programs; (6) standardizes customer relationship management; (7) moves to a
person-centric view; (8) standardizes the physical and non-physical credentialing processes; (9)
standardizes security threat assessment processes; and (10) provides for increasing population
growth, new populations (with similar credentialing business process), and ad-hoc/emergent
population security threat assessments.

C.3.1 Objective 1: Program Management and Integration Services

Provide program management support services to efficiently manage the initial transition, the
continuous evolution and the routine maintenance of the TIM system. Aspects of program man-
agement include planning, tracking of schedules, control of costs, mitigating risks, earned value
management, maintaining control over configurations and quality, and meeting stakeholder ex-
pectations. The TIM Program Master Schedule is contained in Appendix C.

C.3.2 Objective 2: Systems Engineering, Architecture, and Technical Analysis

Provide comprehensive oversight of all systems engineering, architecture and technical analysis
across all work areas and tasks to achieve integrated services that meet TSA mission. Figure-3
depicts the TIM Conceptual Target Architecture.

Figure 3. TIM Conceptual Target Architecture
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(C.3.3 Objective 3: Requirements Analysis and Definition

Gather, analyze, and document requirements to include but not Iimited to functional, perfor-
mance, interface and data requirements for the TIM system complying with DHS SELC and
NEIM.

C.3.4 Objective 4: Design, Development, Testing

Design, develop, acquire, integrate, document, secure and manage the TIM system complying
with DHS SELC and NEIM.

Warehouse, inventory, transport, install, configure, integrate, test, and secure the components of
the TIM system for deployment to new and existing sites. Deliver and present standard training
modules to authorized users, O&M personnel, and administrators.

C.3.5 Objective 5: System Integration and Test

Provide oversight of system integration and test activities across the TIM Program to verify their
sultability and effectiveness complying with program requirements, DHS SELC and NEIM.

C.3.6 Objective 6: Implementation

Prepare the system, operational environment, organizations and users for the deployment of the
TIM system and evaluate operational effectiveness and suitability to determine whether the TIM
system meets the mission need and operational requirements as stated in the Operational Re-
quirements Document. Conduct operational testing and provide the security accreditation pack-
age for approval and obtain Authority to Operate.

C.3.7 Ohjective 7: Transition of Systems

Assume operations and maintenance of the TSA GFE legacy systems at geographically dispersed
locations. Transition will also include transition of the TIM system to an Operational and
Maintenance contract at the end of the IDIQ period of performance.

C.3.8 Objective 8: Operations and Maintenance

Provide operations and maintenance of the TIM system and other programs, as required, in ac-
cordance with the Service Level Agreements (S§LAs) and Service Level Objectives (SLOs).

Provide local, on-site expertise with the appropriate skills, training, and experience, o include
security engineering expertise, to provide operations, management, administrative, and Help
Desk support for the TIM system. This includes support for the TIM system software, hardware,
network infrastructure, configuration management, inventory management, network management
and all 1asks associated with the TIM system Continuity of Operations Plan {COOP). Maintain
and update the COOP as system, business and environmental changes occur. Provide local, on-
sitc technical cxpertise and Help Desk functionality to operate, maintain, and monitor all TIM
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systcm components and ¢xternal connectivity to various stakcholders and agencics.  Establish
the necessary Help Desk infrastructure, systems, applications and staffing to support the speci-
fied functions.

Provide local, on-site expertise with the appropriate skills, training, and experience, to include
security engineering expertise, to provide technical and administrative support for Certification
and Accreditation of the TIM system to achieve and maintain uninterrupted Authority to Operate
(ATO) from the TSA Chicf Information Officer and Chict Information Scecurity Officer, Opcrate
and maintain the TIM system and mission-specific infrastructures, in a manner that assures con-
tinuing ATO.

Ensure compliance with all DHS/TSA/TTAC System Security Plans. O&M of all systems will
comply with TSA and TTAC sccurity management, patch management, and configuration man-
agement plans.

C.3.9 Objective 9: Card Production Capability

The contractor shall provide the capability to produce a biometric credential to include the manu-
facturing and delivery of card stock, card personalization, authorization certificates, testing,
analysis, and quality control in & HSPD-12 environment. The contractor shall also provide the
capability 10 continuously adapt and comply with revised technical standards, as well as [ederal
standards, rules, and requirements.

C.4 Accessibility Requirements (Section 508)

Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998
(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use electronic
and information technology (EIT), they must ensure that it is accessible to people with disabili-
ties. Federal employees and members of the public who have disabilities must have equal access
to and use of information and data that is comparable to that enjoyed by non-disabled Federal
employees and members of the public.

All EIT deliverables within this work statement shall comply with the applicable technical and
functional performance criteria of Section 508 unless exempt. Specifically, the following appli-
cable EIT accessibility standards have been identified:

C.4.1 Scction 508 Applicable EIT Accessibility Standards

36 CFR 1194.2] Soltware Applications and Operating Systems, applies 1o all EIT software ap-
plications and operating systems procured or developed under this work statement including but
not limited to GOTS and COTS software. In addition, this standard is to be applicd to Web-bascd

applications when needed to fulfill the functional performance criteria. This standard also applies
to some Web based applications as described within 36 CFR 1194.22.

36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, applies to all
Web-based deliverables, including documentation and reports procured or developed under this
work statcment. When any Web application uscs a dynamic (non-static) interface, cmbeds cus-
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tom uscr control(s), cmbeds video or multimedia, uscs proprictary or technical approaches such
as, but not limited to, Flash or Asynchronous Javascript and XML (AJAX) then [194.2]1 Soft-
ware standards also apply to fulfill functional performance criteria.

36 CFR 1194.23 Telecommunications Products, applies to all telecommunications products in-
cluding cnd-uscr intcrfaces such as tclephones and non-end-user interfaces such as switches, cir-
cuits, ete. that are procured, developed or used by the Federal Government.

36 CFR 1194.24 Video and Multimedia Products, applies to all video and multimedia products
that are procured or developed under this work statement. Any video or multimedia presentation
shall also comply with the software standards (1194.21) when the presentation is through the use
of a Web or Software application interface having user controls available.

36 CFR 1194.25 Self Contained, Closed Products, applies to all EIT products such as printers,
copiers, fax machines, kiosks, etc. that are procured or developed under this work statement.

36 CFR 1194 .26 Desktop and Portable Computers, applies to all desktop and portable computers,
including but not limited to laptops and personal data assistants (PDA) that are procured or de-
veloped under this work statement.

36 CFR 1194.31 Functional Performance Criteria, applies to all EIT deliverables regardless of
delivery method. All EIT deliverable shall use technical standards, regardless of technology, to
fulfill the functional performance criteria.

36 CFR 1194 .41 Information Documentation and Support applies to all documents, reports, as
well as help and support services. To ensure that documents and reports fullill the required
1194.31 Functional Performance Criteria, they shall comply with the technical standard associat-
ed with Web-based Intranet and Internet Information and Applications at a minimum. In addi-
tion, any help or support provided in this work statement that offer telephone support, such as,
but not limited to, a help desk shall have the ability to transmit and receive messages using TTY.

C.4.2 Section 508 Applicable Exceptions

Exceptions for this work statement have been determined by DHS and only the exceptions de-
scribed herein may be applied. Any request for additional exceptions shall be sent to the COTR
and determination will be made in accordance with DHS MD 4010.2. DHS has identified the fol-
lowing exceptions that may apply: 36 CFR 1194.3(b) Incidental to Contract, all EIT that is ex-
clusively owned and used by the contractor to fulfill this work statement does not require com-
pliance with Section 508. This ¢xception docs not apply to any EIT deliverable, service or item
that will be used by any Federal employee(s) or member(s) of the public. This exception only
applies to those contractors assigned 1o {ulfill the obligations ol this work statement and for the
purposes of this requirement, are not considered members of the public.
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(C.4.3 Section 508 Compliance Requirements

36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, cach agency shall pro-
cure products which comply with the provisions in this part when such products are available in
the commercial marketplace or when such products are developed in response to 4 Government
solicitation. Agencies cannot claim a product as a whole is not commercially available because
no product in the marketplace mects all the standards. If products are commercially availablc that
meets some but not all of the standards, the agency must procure the product that best meets the
standards. When applying this standard, all procurements of EIT shall have documentation of
market research that identify a list of products or services that first meet the agency business
nceds, and from that list of products or services, an analysis that the sclected product met more
of the accessibility requirements than the non-selected products as required by FAR 39.2. Any
selection of a product or service that meets less accessibility standards due to a significant diffi-
culty or expense shall only be permitted under an undue burden claim and requires authorization
from the DHS Office of Accessible Systems and Technology (OAST) in accordance with DHS
MD 4010.2.

C.5 Travel

The cost of any Contractor travel required to comply with the IDIQ is the responsibility of the
Contractor and shall be in accordance with the GSA Federal Travel Regulations. The specific
travel requirements will be addressed in the individual Task Orders.
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Appendix A. Acronyms

ADA
AES
AFSP
ATO
AW
CBP
CMS
CONOPS
COOP
CSG
CVP
DHS
DSS
DOJ
FAA
FBI
FIPS
GFE
GSA
HME
HSPD
IAC
IAFIS
ICD
IDS
IDIQ
ILSP
IT
MD
MNS
MPLS
NCIC
O&M
OMB
ORD
TIM
SAVE
SELC
SG
SLA
SLO
SOA

Americans with Disabilities Act
Advanced Encryption Standard

Alien Flight Student Program
Authority to Opcrate

Aviation Workers

Customs and Border Protection

Card Management System

Concept of Opcerations

Continuity of Operations

Consolidated Screening Gateway
International Crew Vetling Program
Department of Homeland Security
Digital Signature Standard
Department of Justice

Federal Aviation Administration
Federal Bureau of Investigation
Federal Information Processing Standards
Government Furnished Equipment
General Services Administration
Hazardous Materials Endorsement
Homeland Security Presidential Directive
Indirect Air Carrier

Integrated Automated Fingerprints Identification System
Interface Control Document

Intrusion Detection Systems

Indefinite Delivery Indefinite Quantity
Integrated Logistics Support Plan
Information Technology

Management Directive

Mission Needs Statement
Multiprotocol Label Switching
National Crime Information Center
Operations and Maintenance

Office of Management and Budget
Operational Requirements Document
TTAC Infrastructure Modernization
Systematic Alien Veritfication for Entitlements
Systems Engineering Life Cycle
Screening Galeway

Service Level Agreement

Service Level Objectives

Service Oriented Architecture
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500
SOwW
SSI
STA
RT
TSA
TTAC
TWIC
USCIS

Statement of Objectives

Statement of Work

Sensitive Security Information

Security Threat Assessment

Register Traveler

Transportation Security Administration
Transportation Threat Assessment and Credentialing
Transportation Worker Identification Credential

US Citizenship and Immigration Scrvices

Pagc 26 of 95



HSTS02-11-R-TTC206 Page 27 of 95

Appendix B.

Applicable Reference Documents

Executive Orders—Office of Management and Budget (OMB), Homeland Sccurity Presi-
dential Directive (HSPD) and Presidential Decision Directive:

HSPD-7, Critical Infrastructure Identification, Prioritization, and Protection,
2004 hup:/www.dhs.gov/xabout/laws/ee 1214597989952 shtin

HSPD-20 National Continuity Policy, 2007
http://www.dhs.cov/Xabout/laws/ec 1219245380392.shtm

OMB Policy Memorandum M-07-11, Implementation of Commonly Accepted
Sccurity Configurations for Windows Operating Systcms
http:/www.whitchouse.cov/omb/memoranda/f y2007/m(y7-18.pdf

OMB Circular A-130, Appendix III, Security of Federal Automated Infor-
mation Systems, 2000
hitp://www.whitehouse.sov/omb/circulars al30 al 30transd/

DHS Management Directive (MD):
The DHS MDs can be accessed through the Interactive web site
http://www.dhs. gov/xtoia/ec 1254501589035 shum#d

DHS MD 0002 Operational Integration Stafl
DHS MD 0003 Acquisition Line of Business Integration and Management

DHS MD 0004 Administrative Service Line of Business Integration and Man-
agement

DHS MD 0005 Financial Management Line of Business Integration and Man-
agement

DHS MD 0006 Human Capital Line of Business Integration and Management
DHS MD 0007.1 Information Technology Integration and Management

DHS Acquisition Directive 102-01

DHS MD 0480.1 Ethics/Standards of Conduct

DHS MD 0490.1 Federal Register Notices and Rules

DHS Directive 141-01 Record Management

DHS MD 0560 Real Property Management Program

DHS MD FORM 560-1 (3/05): Custody Receipt for Personal Property/ Prop-
crty Pass

DHS MD FORM 560-3 (3/05): Property Transfer Receipt
DHS MD 0565 Personal Property Management Directive
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¢ DHS MD 0590 Mail Management Program
e DHS MD 0731 Stratcgically Sourced Commeoditics Policy and Procedures
¢ DHS MD 0760.1 Purchasc Card Program

e DIIS MD 0780 Contracting Officer’s Technical Representative (COTR) Certi-
fication, Appointment & Responsibilities

s DHS MD 0782 Acquisition Certification Requirement for Program Managers
¢ DHS MD 0783 Ordering Official Certification

e DHS MD 0784 Acquisition Oversight Program

o DHS MD 1120 Capitalization and Inventory of Personal Property

o DHS MD 1130.1 Electronic Funds Transfer for Disbursements, Collections
and Deposits

s DHS MD 1190.1 Billings and Collections

o DHS MD 1210.1 Vendor Maintenance

o DHS MD 1330 Planning, Programming, Budgeting and Execution
e DHS MD 1510.1 Travel for Otficial Government Business

e DHS MD 1560.2 Payment for Official Travel Expenses by Non-Federal
Sources

o DHS MD 3120.2 Employment of Non-Citizens

s DHS MD 4010.2 Section 508 Program Management Office & Electronic and
Information Technology Accessibility

*  Appendix A: Software Applications and Operating Systems

= Appendix B: Web-Based Intranet and Internet Information and Applica-
tions

= Appendix C: Telecommunications Products

= Appendix D: Video and Multimedia Products

= Appendix E: Sell Contained, Closed Products

*  Appendix F: Desktop and Portable Computers

= Appendix G: Functional Performance Criteria

=  Appendix H: Information, Documentation and Support
¢ DHS MD 4030 Geospatial Management Oltice
¢ DHS MD 4100.1 Wireless Management Otfice

s DHS MD 4200.1 IT Capital Planning and Investment Control (CPIC) and
Portfolio Management
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¢ Attachment 1: Guide to Information Technology Capital Planning and In-
vestment Control

¢ DHS Management Directive {MD) 4300.1 and 4300A, Policy Guide for Sensitive
Svstems

s DHS MD 4400.1 DHS Web (Internet, Intranet, and Extranet Information) and
Information Systcms

e DHS MD 4500.1 DHS E-Mail Usage
¢ DHS MD 139-01 Domain Names
s DHS MD 4600.1 Personal Use of Government Office Equipment
¢ DHS MD 4700.1 Personal Communications Device Distribution
s DHS MD 4800 Telecommunications Operations

* Attachment A: Frequently Asked Questions (FAQs)

= Attachment B: Nomination and Designation of Designated Agency Repre-
sentative (DAR) for Telecommunications Services

= Attachment C: Designated Agency Representative (DAR) for Telecom-
munications Services Function Requirements

s DHS MD 4900 Individual Use and Operation of DHS Information Systems/
Computers

* Attachment A: Information Systems/Computer Access Agreement
= Attachment B: Logon Screen
o DHS MD 8200.]1 Information Quality

¢ DHS MD 9300.1 Continuity of Operations Programs and Continuity of Gov-
ernment Functions

o DHS MD 11005 Suspending Access to DHS Facilities, Sensitive Information,
and IT Systems

s« DHS MD 11020.1 Issuance of Access Control Media
s DHS MD 11021 Portable Electronic Devices in SCI Facilities
e DHS MD 11030.1 Physical Protection of Facilities and Real Property

e DHS MD 11041 Protection of Classificd National Sccurity Information Pro-
gram Management

e DHS MD 11042.1 Safeguarding Sensitive But Unclassified (For Official Usc
Only) Information

o DHS MD 11043 Sensitive Compartmented Information Program Management
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DHS MD 11044 Protection of Classificd National Sccurity Information Clas-
sification Management

DHS MD 11045 Protection of Classified National Security Information: Ac-
countability, Control, and Storage

DHS MD 11046 Open Storage Area Standards for Collateral Classified In-
formation

DHS MD 11047 Protection of Classified National Security Information
Transmission & Transportation

DHS MD 11049 Protection of Classificd National Sccurity Information: Sccu-
rity Violations and Infractions

DHS MD 11051 Department of Homeland Security SCIF Escort Procedures
DHS MD 11052 Internal Security Program

DHS MD 11053 Security Education, Training, and Awareness Program Di-
rective

DHS MD 11056.1 Sensitive Security Information (SS1)
DHS MD 11060.1 Operations Security Program

DHS MD 11080 Security Line of Business Integration and Management

Transportation Security Administration (TSA):
The web site http://www tsa.dhs.gov/ contains these publications.

TSA MD 1400.3 Information Security Policy
TSA MD 3700.4 Handling Sensitive Personally Identifiable Information

National Institute of Standards and Technology (NIST), Special Publications:

The web site www.nist.gov contains the NIST publications

tems, 2006

800-18, Guide for Developing Security Plans for Information Technology Sys-

800-23, Guideline to Federal Organizations on Security Assurance and Acquisi-
tion/Use of Tested/Evaluated Products, 2000

800-30, Risk Management Guide [or Information Technology Systems, 2002
800-31, Intrusion Detection Systems (IDS), 2001

800-34, Contingency Planning Guide for Information Technology Systems, 2002

800-35, Guide to Information Technology Security Services, 2003

800-36, Guide to Selecting Information Security Products, 2003
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. 800-37, Guidc for the Sccurity Certitication and Accreditation of Federal Infor-
mation Systems, Revision 1, 2010

. 800-40, Procedures tor Handling Security Patches, Version 2.0, 2005

. 800-41, Guidelines on PEPs and PEP Policy, Revision 1, 2009

. 800-45, Guidelines on Electronic Mail Security, Version 2, 2007

. 800-47, Guide for Interconnecting Information Technology Systems, 2002

. 800-50, Building an Information Technology Sccurity Awarcencss and Training
Program, 2003

. 800-51, Use of the Common Vulnerabilities and Exposures (CVE}) Vulnerability
Naming Scheme, 2002

. 800-53, Recommended Security Controls for Federal Information Systems, Revi-
sion 3, 2009

. 800-55 , Security Metrics Guide for Information Technology Systems, Revision
1, 2008

. 800-59, Guideline for Identifying an Information System as a National Security
System, 2003

. 800-60, Guide for Mapping Types of Information and Information Systems to Se-
curity Categories, Revision 1, 2008

. 800-61, Computer Security Incident Handling Guide, Revision 1, 2008

. 800-64, Security Considerations in the Information System Development Life
Cycle, Revision 2, 2008

. 800-65, Integrating Security into the Capital Planning and Investment Control
Process, 2005

. 800-68, Draft NIST Special Publication 800-68, Guidance {or Securing Microsoft
Windows XP Systems for IT Professionals: A NIST Security Configuration Checklist, Revi-
sion 1, 2008

. 800-70, The NIST Security Configuration Checklists Program, Revision 1, 2009
. 800-94, Guide to Intrusion Detection and Prevention Systems, 2007

Federal Information Processing Standards Publications (FIPS PUBS):
The web site http://www.itl.nist.gov/fipspubs/ contains FIPS publications.

. FIPS 140-2, Sccurity Requircments for Cryptographic Modules
. FIPS 180-3, Secure Hash Standard (SHA-1, 256, 384, and 512)
. FIPS 186-3, Digital Signature Standard (DSS)

. FIPS 197, Advanced Encryption Standard (AES)
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. FIPS 199, Standards for Sccurity Categorization of Federal Information and In-
formation Systems, 2003

. FIPS 200, Minimum Security Requirements for Federal Employees and Contrac-
tors

Additional Citations:
. DHS National Security Systems Policy 4300B
. DHS National Security Systems Handbook 43(0B
o Attachment A: Requirements Traceability Matrix
o Attachment D: Certification and Accreditation Activities

o Attachment E: FISMA Reporting

o Attachment F: Incident Response and Reporting
. DHS Service Oriented Architecture — Technical Framework
. DHS Earned Value Management Guidance Version 1.1

. Homeland Security Enterprise Architecture (HLS EA)

. DCID 6/3, Protecting Sensitive Compartmented Information Within Information
Systems http://www.dami.army.pentagon. mil/site/sso/content/Ops%201Info/DCIDY% 206-
3% 20Protecting %208 Cl%:20Within%:20Information%:20S ystems.pdf

. DCID 1/19, Security Policy for Sensitive Compartmented Information and Secu-
rity Policy Manual http://www tas.org/irp/offdocs/dcid] - 19. himl#manual

. ISL O1L-1, Compliment to DCID 6/3, Clarification of NISPOM, chapter 8
http://www.fas.ore/sep/library/nispont/isl0 101 . htm

. DoD Instruction 8510.01 DoD Information Assurance Certification and Ac-
creditation Process DIACAP) hitp:/fwww.dlic. mil/whs/directives/corres/pd /85100 1 p.pdf

. DoD 5220.22-M National Industrial Security Program Operating Manual
(NISPOM) hup://www .fas.org/sep/library/nispom.htm

. Information Technology Information Library (ITIL) Process Model

Related Legislative Documents:

. Department of Homeland Security, Transportation Security Administration, U.S.
Coast Guard Notice of Proposed Rulemaking (NPRM), VOL. 71, NO. 98, 22 May 06.

¢ The Privacy Act of 1974, U.S. Public Law 93-579, 1974

. PACS V2.2, Technical Implementation Guidance: Smart Card Enabled Physical
Access Control System, Version 2.2, The Government Smart Card Interagency Advisory
Board's Physical Security Interagency Interoperability Working Group, 27 July 2004,

¢ Federal Information Security Management Act of 2004
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¢ Maritime Transportation Sccurity Act of 2002 (MTSA) Pub L. 107-295 Scec. 102
70105

¢ Aviation and Transportation Security Act of 2001 (ATSA) Pub. L. 107-71 Sec.
106

e USA PATRIOT Act of 2001, Pub. L 107-56 Sec. 1012

Appendix C. TIM Program Master Objective Schedule

TIM Master Objective Schedule
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D.1

SECTION D- PACKAGING AND MARKING
Sensitive Information Packaging and Marking

All items shall be delivered in accordance with Section D of the contract unless otherwise
specificd in the individual Orders.

Page Marking

Prominently mark the bottom of the front cover, first page, title page, back cover and
each individual page containing FOUQO information with the caveat “FOR OFFICIAL
USE ONLY.”

Deliverables

All deliverables submitted to the Contracting Officer, the Program Manager, the COTR,

the TO Program Manager, the TO Contracting Otficer or the TO COTR shall be accom-

panied by a packing list or other suitable shipping document that shall clearly indicate the

following:

(a) Contract number;

(b) Order number;

(¢) Name and address of the consignor;

(d) Name and address of the consignee;

(e) Government bill of lading number covering the shipment (if any); and

(f) Description of the item/material shipped. including item number, quantity, number of
containers, and package number (if any).

(g) Speciltic marking requirements may be addressed in individual TOs.

Specific FOUQ Types

Materials containing specific types of FOUO may be further marked with the applicable
caveat, e.g., “LAW ENFORCEMENT SENSITIVE,” in order to alert the reader of the
type ol information conveyed. Where the sensitivity of the information warrants addi-
tional access and dissemination restrictions, the originator may cite additional access and
dissemination restrictions. For example:

WARNING: This document is FOR OFFICIAL USE ONLY (FOUQ). It is to be con-
trolled, stored, handied, transmitted, distributed, and disposed of in accordance with
DHS policy relating to FOUQ information. Thiy information shall not be distributed be-
vond the original addressees without prior authorization of the originator.

FOUOQO Transmittal Qutside of DHS

Materials being transmitted to recipients outside of DHS, for example, other federal
agencies, state or local officials, etc. who may not be aware of what the FOUQ caveat
represents, shall include the following additional notice:
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WARNING: This document is FOR OFFICIAL USE ONLY (FOUQO). It contains infor-
mation that may be exempt from public release under the Freedom of Information Act (5
U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed
of in accordance with DHS policy relating to FOUO information and is not 1o be re-
lfeased to the public or other personnel who do not have a valid “need-to-know’™ without
prior approval of an authorized DHS official.

Computer Storage Media

Computer storage media, 1.e., disks, tapes, removable drives, etc., containing FOUO in-
formation will b¢ marked “FOR OFFICIAL USE ONLY.”

Classitied Documents Containing FOUQO

Portions of a classified document, i.e., subjects, titles, paragraphs, and subparagraphs that
contain only FOUQO information will be marked with the abbreviation (FOUQO).

Individual portion markings on a document that contains no other designation are not re-
quired.

Designator or originator information and markings, downgrading instructions, and
date/event markings are not required.

General Handling Procedures

Although FOUQ is the DHS standard caveat for identifying sensitive unclassified infor-
mation, some types of FOUO information may be more sensitive than others and thus
warrant additional saleguarding measures beyond the minimum requirements established
in this manual. For example, certain types of information may be considered extremely
sensitive based on the repercussions that could result should the information be released
or compromised. Such repercussions could be the loss of life or compromise of an in-
formant or operation. Additional control requirements may be added as necessary to af-
ford appropriate protection to the information. DHS employees, contractors, and detail-
ees must use sound judgment coupled with an evaluation of the risks, vulnerabilities, and
the potential damage (o personnel or property as the basis for determining the need for
safeguards in excess of the minimum requirements and protect the information accord-

ingly.

FOUOQ Coversheet Usage

When removed [rom an authorized storage location and persons without a need-1o-know
are present, or where casual observation would reveal FOUO information to unauthorized

persons, a “FOR OFFICIAL USE ONLY” cover sheet will be used to prevent unauthor-
ized or inadvertent disclosure.
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D.2

D.3

Transmitting FOUQO

When forwarding FOUO information, a FOUO cover sheet should be placed on top of
the transmittal letter, memorandum or document.

Receiving Non-DHS and Non-TSA FOUO

When receiving FOUO cquivalent information from another government agency, handle
in accordance with the guidance provided by the other government agency. Where no
guidance 1s provided, handle in accordance with the requirements of this contract.

Requirements for Marking Sensitive Security Information (SSI)

This section contains requirements for Protective Marking and Limited Distribution
Statement for Sensitive Security Information (SS1).

Protective Marking.

The protective marking consisting of the words “SENSITIVE SECURITY INFOR-
MATION” must be applied to all documents that contain SSI. This marking should be
written or stamped in plain bold type (Times New Roman) with a font size of 12 or an
equivalent style and font size.

Distribution Limitation Statement

The distribution statement must be applied to all documents that contain SSI. This state-
ment should be written or stamped in plain bold type, Times New Roman and a font size
of 8 or an equivalent style and font size.

Any documents referencing Security Sensitive Information as delined in 49 CFR Part
1520 must contain the following distribution limitation statement:

“WARNING: This document contains SSI controlled under 49 CFR Part 1520. No part
of this document may be released without the written permission of the Assistant Secre-
tary of the Transportation Security, Arlington, VA, Unauthorized release may result in
civil penalty (5 U.S.C 552)."

Sensitive Information Handling

The Contractor shall protect DHS sensitive information and all Government pro-
vided and contractor-owned IT systems used to store or process DHS sensitive in-
formation. The Contractor shall adhere to the following requircments for handling
sensitive information:

(a) Media Protection. The Contractor shall ensure that all hardcopy and elec-
tronic media (including backup and removable media) that contain DHS sensitive
information are appropriately marked and secured when not in use. Any sensitive
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information storcd on media to be surplused, transferred to another individual, or
returned to the manutacturer shall be purged from the media before disposal. Dis-
posal shall be performed using DHS approved sanitization methods. The Contrac-
tor shall establish and implement procedures to ensure sensitive information can-
not be accessed or stolen. Thesc procedures shall address the handling and protee-
tion of paper and electronic outputs from systems (computers, printers, faxes, and
copiers) and the transportation and mailing of sensitive media. (See TSA 1400.3,
Chapter 3, Section 19 — Information Classification, Control and Disclosure)

(by Access Control. The Contractor shall control user access to DHS sensitive
information based on positive user identification and authentication mechanisms.
Access control measures employed shall provide protection from unauthorized al-
teration, loss, unavailability, or disclosure of information. The Contractor shall
ensure its personnel are granted the most restrictive set of access privileges needed
for performance of authorized tasks. The Contractor shall divide and separate du-
ties and responsibilities of ¢ritical IT functions to different individuals so that no
individual has all necessary authority or systems access privileges needed to dis-
rupt or corrupt a critical process. (See TSA 1400.3, Chapter 4, Sections 2 Net-
work Access Control, and 3 — Remole Access)

(¢) Auditing. The Contractor shall ensure that its contractor-owned IT systems
used to store or process DHS sensitive inlormation maintain an audit trail suffi-
cient to reconstruct security relevant events. Audit trails shall include the identity
of each person and device accessing or attempting to access the system, the time
and date of the access and the log-off time, activities that might modify, bypass, or
negate security safeguards, and security-relevant actions associated with pro-
cessing. The Contractor shall periodically review audit logs and ensure that audit
trails are protected from modification, authorized access, or destruction and are re-
tained and regularly backed up. (See TSA 1400.3, Chapter 4, Sections 10 — Securi-
ty Audit Trails)

(d) Network Security. The Contractor shall monitor its networks for security
events and employ intrusion detection systems capable of detecting inappropriate,
incorrect, or malicious activity. Any interconnections between contractor-owned
IT systems that process or store DHS sensitive information and IT systems not
controlled by DHS shall be established through controlled interfaces and docu-
mented through formal interconnection security agreements. The Contractor shall
employ boundary protection devices to enforce access control between networks,
including Internet and extranet access. The Contractor shall ensure its email sys-
lems are secure, properly conligured, and that network protection mechanisms im-
plemented. The Contractor shall conduct periodic vulnerability assessments and
tests on its I'T systems containing DHS scnsitive information to identify sccurity
vulnerabilities. (See TSA 1400.3, Chapter 4, Sections 5 — Wide Area Network
(WAN) Security, and 6 — Local Area Network (LAN) Security)

(e) Rules of Behavior. The Contractor shall develop and enforce Rules of Be-
havior for contractor-owned IT systems that process or store DHS sensitive infor-
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D4

D.5

mation. (Sce TSA 1400.3, Chapter 3, Scction 3 — Privacy and Acccptable Use
Agreement)

(f)  The Contractor shall adhere to the policy and guidance contained in DHS
MD4300.Pub, Volume 11, Part A, IT Security Program Handbook for Sensitive
Svstems In the implementation of this clause; as well as the TSA MD 1400.3 Pub
Information Technology Security Manual, in above cited Sections within Chapters
2-4,

(g) All individuals that will have access to SSI under this Contract shall obtain a
Non-Disclosurec Agrecment from the Contracting Officer.

Sources:
DHS MD4300.Pub, Volume 1, Part A, Policy Guide for Sensitive Systems, para

3.2, Contractors and Outsourced Operations (2" and 3% policy statements)

TSA MD 1400.3 Information Technology Security Manual

Export-Sensitive Document Marking

The contractor and TSA will each mark export sensitive documents that it discloses 1o the
other party using the following legend:

“This document contains export sensitive information. The recipient of this information is
responsible for complying with all export rules of the United States Government prior 1o
releasing or disclosing this information to nonimmigrant aliens.”

Equipment Removal

All Contractor-owned equipment, accessories, and devices located on Government property
shall be dismantled and removed from Government premises by the Contractor, at the Contrac-
tor’s expense, within 90 calendar days after order expiration, or as mutually agreed by the
Government and the Contractor. Exceptions to this requirement shall be mutually agreed upon
and written notice issued by the TO Contracting Officer. Specific requirements will be ad-
dressed in individual Orders.

{End of Section D)
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SECTION E- INSPECTION AND ACCEPTANCE

E.1 Inspection and Acceptance

E.1.1 Clauses Incorporated by Reference

(FAR 52.252-2) (FEB 1998)

This contract incorporates the following clauscs by reference with the same force and

effect as if they were given in full text. Upon request, the CO will make their full text available.
Also, the full text can be accessed electronically at the following internet address:
http:/Awww.acqusition.gov/far .

FAR Clause No. Title and Date

52.246-2 Inspection of Supplies — Fixed Price (AUG 1996)

52.246-3 Inspection of Supplies — Cost Reimbursement (MAY 2001)
52-246-4 Inspection of Services—Fixed Price (AUG 1996)

52.246-5 Inspection of Services — Cost Reimbursement (APR 1984)
52.246-6 Inspection of Services — Time and Material or Labor Hour
52.246-16 Responsibility for Supplies (APR 1684)

E.2 General

E.2.1 Inspection and acceptance of all work and services performed under each TO will be in
accordance with the FAR clauses incorporated at Section E, Clauses Incorporated by Reference
as applicable.

E.2.2 Final acceptance of all deliverables and or services performed as specified under each Or-
der will be made in writing, at destination by the TO COTR or as specified in individual TOs.

E.3 Scope of Inspection

E.3.1 All deliverables will be inspected for content, completeness, and accuracy and conform-
ance to order requirements by the TO COTR or as specified in individual Orders. Inspection
may include validation of information or software through the use of automated tools and/or test-
ing ol the deliverables, as specified in the Order. The scope and nature of this testing must be
negotiated prior to Task Order award and will be sufficiently comprehensive to ensure the com-
plcteness, quality and adequacy of all deliverables.

E.3.2 The Government requires a period not 1o exceed thirty (30) calendar days alter receipt of
final deliverable items for inspection and acceptance or rejection unless otherwise specified in
the TO,
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E.4 Basis of Acceptance

E.4.1 The basis for acceptance shall be compliance with the requirements set forth in the state-
ment of work, the TO, the Contractor's proposal and other terms and conditions of this contract.
Deliverable items rejected under any resulting Order shall be corrected in accordance with the
applicable clauses.

E.4.2 Commercial and non-developmental hardware items, software items, pre-packaged solu-
tions, and maintcnance and support solutions will be accepted within thirty (30) calendar days of
delivery when performance is in accordance with delivery requirements.

E.4.3 Reports, documents and narrative type deliverables will be accepted when all discrepan-
cies, errors or other deficiencies identified in writing by the Government have been corrected.

E.4.4 Non-conforming products or services will be rejected. Unless otherwise agreed by the par-
ties, deficiencies will be corrected within 30 calendar days ol the rejection notice. If the defi-
ciencies cannot be corrected within 30 days, the Contractor will immediately notify the TO Con-
tracting Officer of the reason for the delay and provide a proposed corrective action plan within
10 working days.

E.5 Review of Deliverables

E.5.1 The Government will provide written acceptance, comments and/or change requests, if
any, within fifteen (15) business days from receipt by the Government of the initial deliverable.

E.5.2 Upon receipt of the Government comments, the Contractor shall have fifteen (15) business
days to incorporate the Government's comments and/or change requests and 1o resubmit the de-
liverable in its final form.

E.5.3 If written acceptance, comments and/or change requests are not issued by the Government

within 30 calendar days of submission, the draft deliverable shall be deemed acceptable as writ-
ten and the Contractor may proceed with the submission of the final deliverable product.

{End of Section E)
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SECTION F- DELIVERIES OR PERFORMANCE

F.1 Clauses Incorporated by Reference
(FAR 52.252-2) (FEB 1998)

This contract incorporates the following clauses by reference with the same force and

effect as if they were given in full text. Upon request, the CO will make their full text available.
Also, the full text can be accessed clectronically at the following internet address:
http:/fwww.acquisition.eov/far .

52.242-15 Stop-Work Order (AUG 198N (for other than cost reimbursement task orders)
and ALT I {APR 1984} (for Cost Reimbursement task orders)

52.242.17 Government Delay of Work (APR 1984)

52.247-34 F.(.B. Destination (NOV 1991}

52.247-35 F.O.B. Destination, Within Consignec’s Premises (APR 1984)

F.2 Term of the Contract

The term of this IDIQ contract is a five (5) year base period. This is not a multi-year contract as
defined in FAR Part 17.1, Multivear Contracting.

F.3 Task Orders Pexrformance Period and Pricing

TOs may be issued at any time during the base and/or option periods. The performance

period will be specified in the TO and may include option periods which extend the TO up to
twelve (12) months beyond the expiration date of this contract. TOs, when applicable, shall be
priced using the rates provided in Section B, Supplies or Services and Price/Costs, that will be
applicable to the TO’s anticipated period of performance.

F.4 — Reserved
F.5 Delivery

The services required under each individual TO shall be delivered and received at
destination within the time frame specitied in each order.

F.6 Place of Performance

Place of performance shall be sct forth in individual TOs.

F.7 Notice to the Government of Delays

In the event the Contractor encounters difficulty in meeting performance requirements, or

when 1t anticipates difficulty in complying with the contract delivery schedule or completion
date, or as soon as the Contractor has knowledge that any actual or potential situation is delaying
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or threatens to delay the timely performance of this contract, the Contractor shall immediatcly
notify the TO CO and the TO COTR, in writing. This notification shall give pertinent details
and this data shall be informational only in character; this provision shall not be construed as a
waiver by the Government of any delivery schedule or date, or any rights or remedies provided
by law or undcr this contract.

F.8 Transmittal Letter(s)

A copy of the transmittal letter forwarding deliverables to the specificd destinations shall be
identified by the specified Contract number.

F.9 Submission of Reports

The following reports are required to be delivered under this contract in accordance with the
schedules stated and to the addresses provided for the Contracting Officer and COTR:

None specified
Order-Specific Reports
i Specific reports will be identified as required in individual Orders.
F.10 Order Process
The Government will order any supplies and services via Orders.

Orders

Only the Contracting Officer is authorized to issue Orders. The Contractor is hereby no-
tified that future Orders may be subject to negotiations and mutual agreement of the par-
ties.

Deliverables

All deliverables will be identified in individual Orders.

Contract Type of Orders

Orders may be firm fixed price, cost plus, or tiime and materials.

Order Contents

Each Order will contain the following:

¢ The scope and statement of work, meetings, travel and deliverables, as appropriate.

¢+ Special reporting requirements
¢ Pcriod of performance
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¢ Applicable special provisions
¢ Firm fixed or not-to-exceed (NTE) total price
¢ Acceptance criteria

F.11 Delivery of Data

Data shall be delivered in digital format as specified in Order(s). Data shall be addressed to the
designated Contracting Officer’s Technical Representative (COTR).

(End of Scction F)
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G.1

G.2

SECTION G - CONTRACT ADMINISTRATION DATA

Accounting and Appropriation Data

Accounting and appropriation data for obligations under this contract will be set forth on
individual Orders.

Authority of Government Contracting Officials

The authority and roles of the Centracting Officer, Contract Specialist, and Contracting Officer’s
Technical Representative are as follows:

Contracting Officer: Renee Grace, (b)(6) 571-227 (°X6)

The Contracting Officer has The overall and primary responsibility for the admin-
istration of this contract. Only the Contracting Officer has authority to enter into,
administer, or terminate this contract on behalf of the Government. This includes
modilying and deviating from the contract terms, conditions, requirement, specilica-
tions, and delivery schedules; making final decisions involving such matters as in-
voice payments or other consideration due to the Government for nonperformance or
unsatistactory performance, interpreting the contract, and resolving disputes; and,
terminating the contract for default or convenience. The Contracting Oflicer also has
authority to delegate certain responsibilities to an authorized Government representa-
tive.

Contract Requirement Modification

The Contracting Officer is the only person authorized to make or approve any
changes in any of the requirements of this contract. Notwithstanding any clauses
contained elsewhere in this contract, the said authority remains solely with the Con-
tracuing Olficer. Any changes made by the contractor at the direction of any person
other than the contracting oftficer will be considered to have been made without au-
thority and no adjustment will be made in the order price to cover any increase in
cost incurred as a result of the change.

Delegation of Contract Administration Authority

The Contracting Officer may designate, in writing, representatives to perform func-
tions required to administer this contract, however, any implied or expressed actions
taken by those representatives must be within the limits cited within the Contracting
Ofticer’s written designations. If any individual alleges to be a representative of the
contracting officer and the contractor has not received a copy of the document desig-
nating that representative’s authority, the contractor shall refrain from acting upon
the representative’s requirements and immediately contact the contracting officer to
obtain a copy of the document designating that individual as a representative of the
Contracting Officer.
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Contracting Officer’s Technical Representative: Alison Young,

The Contract Specialist will assist the Contracting Officer with the tasks and details
associated with the pre-award and post-award phases of the contract. The Contract
Specialist does not have authority to alter the contractor’s obligations or to change
the contract specifications, price, terms, or conditions.

(b)(6)

[{dHI:H

Contracting Officer’s Technical Representative (COTR): The Contracting Officer
will appoint individuals to act as authorized representatives in the monitoring and
administration of this contract. This individual is designated in writing as a Con-
tracting Officer’s Technical Representative (COTR), with a copy to the Contractor.
An individual designated as a COTR is authorized to perform the following func-
tions and those functions in accordance with COTR appointment letter:

(1) Coordinate the technical aspects of this contract and inspect all required ser-
vices.

(2) Certify, accept and reject invoices deemed improper for payment for the ser-
vices and/or supplies rendered and allowed under the terms and conditions of
this contract.

(3) Designate various individuals to assist in monitoring the performance of the
contract. Such persons are not official COTRs, are NOT authorized representa-
tives of the Contracting Officer. The COTR responsibility still remains with the
COTR designated by the Contracting Officer for that given area.

The COTR will represent the Contracting Officer in the administration of technical
details within the scope of this contract. The COTR is also responsible for the final
inspection and acceptance of all deliverables and such other responsibilities as may
be specified in the order. The COTR is not otherwise authorized 1o make any repre-
sentations or commitments of any kind on behalf of the Contracting Officer or the
Government. The COTR docs not have authority to alter the contractor’s obligations
or to change the contract specifications, price, terms or conditions. If, as a result of
technical discussions, it is desirable 1o modily contract obligations or the statement
of work, changes will be issued in writing and signed by the Contracting Officer.
The Government may change the COTR assignment at any time without prior notice
to the contractor. The contractor will be notified of the change.

G.3 Contractor’s Program Manager

The contractor’s designated Program Manager (PM) for this Contract is:
Rex Lovelady, (b)(6) §71-227-| (b)6)
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The Contractor shall provide a Program Manager for this contract that has the authority to make
any no cost contract technical, hiring and dismissal decisions, or special arrangement regarding
this contract. The Program Manager shall be responsible for the overall management and coor-
dination of this Order and shall act as the central point of contact with the Government. The
Program Managcr shall have full authority to act for the Contractor in the performance of the re-
quired services. The Program Manager, or a designated representative, shall meet with the
COTR to discuss problem areas as they oceur.

G4 Observance of Legal Holidays and Other Absences

The Government observes the following holidays:

New Year’s Day

Martin Luther King Birthday
President’s Day

Memorial Day
Independence Day

Labor Day

Columbus Day

Veteran’s Day

Thanksgiving Day
Christmas Day

> & B B &+ ¥ > > * »

Inauguration Day (Washington, DC metropolitan area)

In addition to the days designated as holidays, the Government observes also the following days:
»  Any other day designated by Federal Statute, and
* Any other day designated by Executive Order, and
* Any other day designated by President’s Proclamation, such as extreme weather condi-
tions.

When the Government grants excused absence to its emiployees in a specific location, assigned
Contractor personnel at that same location may also be dismissed. The Contractor agrees to con-
tinue to provide sufficient personnel to perform critical tasks already in operation or scheduled,
and shall be guided by the instructions issued by the Contracting Officer or the Contracting Of-
ficer’s Technical Representative. Observance of such holidays by Governiment personnel shall
not be a reason for the Contractor to request an extension of the period of performance, or enti-
tlement of compensation cxcept as sct forth within the contract.

In the event the Contractor’s personnel work during the holiday or other excused absences, they
may be compensated by the Contractor, however, no form of holiday or other premium compen-
sation will be considered cither as a direct or indirect cost, other than their normal compensation
for the time worked. For cost reimbursable and time and material (T&M) contracts, the govern-
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ment will only consider as direct and/or indircct costs those cfforts actually performed during the
holiday or excused absences in the event contractor personnel are not dismissed. This provision
does not preclude reimbursement for authorized overtime work if applicable to this contract.

If consistent with its own corporate policics, the contractor may implement tclework or other
offsite working arrangements for its employees to accomplish the requirements of this contract in
the event of inclement weather, holiday, emergencies, other government shutdowns, and/or other
situations if approved by the Contracting Officer or the Contracting Officer’s Technical Repre-
scntative. If approved, the Contractor is solely responsible for any cost differential in perfor-
mance, all liabilities that may be due to performance at an alternate location, and all resources
necessary to complete such performance. Use of government-furnished computer equipment and
TSA approved remote access technologies may be employed if used in accordance with applica-
ble TSA and DHS management directives and policies.

G.5 Travel and Per Diem

The Contractor shall be reimbursed for travel costs associated with this contract. The reimburse-
ment for those costs shall be as follows:

Travel subsistence reimbursements will be authorized under the rates and conditions under the
Federal Travel Regulations.

Per diem will be reimbursed, at actual costs, not to exceed, the per diem rates set forth in the
Federal Travel Regulations prescribed by General Services Administration and when applicable,
Standardized Regulations Section 925  Maximum Travel Per Diem Allowances for Foreign Ar-
eas — prescribed by the Department of State.

Travel of more than 10 hours, but less than 24 hours, when no lodging is required, per diem shall
be one-half of the Meals and Incidental Expenses (M&IE) rate applicable to the locations of
temporary duty assignment. If more than one temporary duty point is involved, the allowance of
one-half of the M&IE rate is prescribed for the location where the majority ol the time 1s spent
performing official business. The per diem allowance shall not be allowed when the period of
official travel is 10 hours or less during the same calendar day.

Airfare costs in excess of the lowest rate available, offered during normal business hours are not
reimbursable.

All reimbursable Contractor travel shall be authorized through the issuance of a task order exe-
cuted by the Contracting Officer.

Local Travel Costs will not be reimbursed under the [ollowing circumsiances:

Travel at Government installations where Government transportation is available

Travel performed for personal convenience/errands, including commuting to and from work; and
Travel costs incurred in the replacement ol personnel when such replacement is accomplished
for the Contractor’s or employee’s convenience.
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G.6

Preparation of Invoices

All invoices are to be submitted to the Coast Guard Finance Center (FinCen) as described
below:

Method for submitting invoices for payment (select only one method per invoice submis-
sion})

(a) The Transportation Security Administration (TSA) partners with the United States
Coast Guard Finance Center for financial services in support of TSA operations, includ-
ing the payment of contractor invoices. Thercfore, all contractor invoices must be sub-
mitted to, and will be paid by, the U.S. Coast Guard Finance Center (FinCen).

(b) Invoices may be submitted via facsimile, U.S. Mail, or email. Contractors shall uti-
lize ONLY ONE method per invoice submission. The submission information for each
of the methods is as follows in order of preference:

1) Facsimile number 1s: 7537-413-7314

(c) The facsimile number listed above shall be used by contractors for ORIGI-
NAL invoice submission only. If facsimile submission is utilized, contractors
shall not submit hard copies of invoices via the U.S. mail. It 1s the responsibility
of the contractor to verify that invoices are received, regardless of the method of
submission used. Contractors may inquire regarding the receipt of invoices by
contacting the U.S. Coast Guard Finance Center via the methods listed in subpar-
agraph (e) of this clause.

2) U.S. Muail:
United States Coast Guard Finance Center
TSA Commercial Invoices
P.O.Box 4111
Chesapeake, VA 233274111

3) Email Invoices:

FIN-SMB-TSAInvoices @usce.amil or www. {incen.usce.mil

{(d) Upon rcceipt of contractor invoices, FinCen will clectronically route invoices to the
appropriate TSA Contracting Officer’s Technical Representative and/or Contracting Ot-
ficer for review and approval. Upon approval, the TSA Contracting Olficer will electron-
ically route the invoices back to FinCen. Upon receipt of approved invoices from a TSA
Contracting Officer, and the subscquent certification by an Authorized Certifying Offi-
cial, FinCen will initiate payment of the invoices.
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(c) Payment Status: Contractors may inquire on the payment status of an invoice by any
of the following means:

(1) Via the internet; https://www fincen.uscg.mil

FinCen Customer Service Section can be reached via telephone at 1-800-564-5504 or
(757) 523-6940 (Voice Option #1). The hours of operation for the Customer Service
line are 8:00 AM to 5:00 PM Eastern Time, Monday through Friday. However, the
Customer Scrvice line has a voicc-mail feature that 1s available 24 hours per day, 7
days per week.

(2) Via the Payment Inquiry Form https://www.fincen.usce.mil/secure/payment.htm
Contractor’s Contract Administration

The Contractor’s contract administration shall be performed by the individual named be-
low at the address indicated. Notification of any change in the designated individual
shall be provided to the Contract Administration Office (CAQ) specitied in the Contract
Administration Plan (CAP) within a minimum of five (5) days prior to the effective date
of the change.

{Name)

(Title)

(Street Address 1)

(Street Address 2)

(City/State/Zip)

(Phone/Fax/E-Mail)
Remittance Address:

[t contractor’s remillance address 1s different than the mailing address appearing in Block
15.A. on page 1, contractor shall provide the following information:

REMIT TO: {Namc)
(Street Address 1)

(Street Address 2)
(City, State, Zip)

{End of Section G)
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SECTION H - SPECIAL CONTRACT REQUIREMENTS

H.1 FACILITY CLEARANCE

Access to classified information at the Top Secret/SCI level 15 required to support the TTAC In-
frastructure Modernization coniract. The Contractor shall provide special handling for TOP SE-
CRET/SCI collatcral classificd and/or scnsitive but unclassificd (SBU) data. As such, the Con-
tractor must possess a current facility clearance at least at the TOP SECRET/SCI level. The
prime contractor is responsible for ensuring that they and any subcontractor(s) comply with the
provisions of the National Industrial Security Program Operating Manual (NISPOM) and the se-
curity requirements for each task order.

H.2 SPECIAL INFORMATION TECHNOLOGY CONTRACT SECURITY REQUIRE-
MENTS

H.2.1 Controls

The Contractor shall comply with Department of Homeland Security (DHS) and Transportation
Security Administration (TSA) technical, management and operational security controls to en-
sure that the Government's security requirements are met. These controls are described in DHS
PD 4300A and TSA MD 1400 series security policy documents and are based on the NIST 800-
53 Special Publication (SP) standards.

(a) Identification Badges. All Contractor employees shall be required to obtain and wear TSA
identification badges when working in TSA facilities.

(b) Computer Access Agreement. All Contractor employees (users, managers, and operators of
the TSA network) must sign TSA Form 1403, Computer Access Agreement. A copy of which

shall be provided to the TSA contracting officer’s technical representative for retention for the
duration of the contract.

(c) Personnel Security.

(1) Privileged access users are individuals who have access to an information technology
(IT) system with privileges of Administrator or above and have access to sensitive net-
work infrastructure data. Privileged access users will be appropriately screened on entry
into the privileged access position and the initial screening shall be refreshed every two
years,

(2) Individuals terminating voluntarily or involuntarily from a Contractor performing un-
der contract at TSA must have an exit briefing, conducted by a supervisory or manage-
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ment-level employcee of the Contractor in order to identify and explain their post-
employment responsibilities to the TSA.

(3) Records of exit interviews will be signed and maintained by the Contractor as part of
the individual cmployment record for a period of not less than two years following the
termination of the individual’s employment.

(4) The Contractor shall notify the Contracting Officer's Technical Representative and the
Contracting Officer with proposed personnel changes. Written confirmation is required.
This includes, but is not limited to, name changes, resignations, terminations, and reas-
signments to another contract.

(5) The Contractor shall notify the TSA, in writing of any requested change in access re-
quirements for its employees no later than one day after any personnel changes occur.
This includes name changes, resignations, terminations, and transfers to other company
engagements. The Contractor shall provide the following information to TSA: full name,
social security number, effective date, and reason for change.

(6) The Contracting Officer must approve all personnel replacements. Estimated comple-
tion of the necessary background investigation for employee access 1o government facili-
ties and information systems is approximately 30 days from the date the completed forms
are received (and acknowledged as complete) in the Security Programs Division.

(7) Failure of any Contractor personnel to pass a background investigation, without time-
ly substitution that meets the contracts requirements, may be grounds for termination of
the contract.

(d) Non-Disclosure Agreements.

(1) All TSA contractor employees and consultants must execute « DHS Form 11000-6,
Sensitive But Unclassified Information Non-Disclosure Agreement (NDA) upon 1nitial
assignment to TSA and before being provided access to TSA “sensitive and/or mission
critical information.” The original NDA will be provided to the TSA contracting officer’s
technical representative for retention for the duration of the contract.

(2) The Contractor, and those operating on its behalf, shall adhere to the requirements of
the nondisclosure agreement unless otherwise authorized in writing by the Contracting
Officer.

(e) Performance Requirements.
(1) The Contractor shall not be liable for any injury to Government personnel or damage

to Government property arising from the use ol equipment maintained by the Contractor,
unless such injury or damage is due to the fault or negligence of the Contractor.
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(2) Contracting Officer’s Technical Representative (COTR) and IT Sccurity Division
shall conduct reviews to ensure that the security requirements in the contract are imple-
mented and enforced.

H.3 CONTRACTOR ACCESS TO INFORMATION TECHNOLOGY RESOURCES
H.3.1 Security Briefings

Before receiving access to IT resources under this contract the individual must receive a security
briefing, which the COTR will arrange, and complete any non-disclosure agreement furnished by

DHS.
H.3.2 Limitation of Access

The Contractor shall have access only to those areas of TSA information technology resources
explicitly stated in this contract or approved by the COTR in writing as necessary for perfor-
mance of the work under this contract. Any attempts by contractor personnel 1o gain access 1o
any information technology resources not expressly authorized by the statement of work, other
terms and conditions in this contract, or as approved in writing by the COTR, is strictly prohibit-
ed. In the event of violation of this provision, DHS will take appropriate actions with regard to
the contract and the individual(s) involved.

H.3.3 Termination of Access

Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and
save harmless from any unauthorized use and agrees not to request additional time or money un-
der the contract [or any delays resulting from unauthorized use or access.

H3.4. Access to Unclassitied Facilities, Information Technology Resources, and Sensitive In-
formation

The assurance of the security of unclassified facilities, Information Technology (IT) resources,
and sensitive information during the acquisition process and contract performance are essential
to the DHS mission. DHS Management Directive (MD) 11042.1 Safeguarding Sensitive But Un-
classilied (For Official Use Only) Information, describes how contractors must handle sensitive
but unclassified information. DHS MD 4300.1 Information Technology Systems Security and
the DHS Sensitive Systems Handbook prescribe policies and procedures on security for 1T re-
sources. Contractors shall comply with these policies and procedures, any replacement publica-
tions, or any other current or [uture DHS policies and procedures covering contractors specifical-
ly for all Task Orders that require access to DHS facilities, IT resources or sensitive information.
Contractors shall not usc or redistribute any DHS information processed, stored, or transmitted
by the contractor except as specified in the task order.
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H.4 ADDITIONAL PERFORMANCE REQUIREMENTS

The Contractor shall save and hold harmless and indemnify the Government against any and all
liability, claims, and costs of whatever kind and nature of injury to or death of any person or per-
sons and for loss of damage to any property occurring in connection with, or in any way incident
to, or arising out of, the unauthorized use, disclosure, theft, or distribution of any data or assets
related to the contract and due to negligence on the part of the contractor.

At the expiration of the contract, the contractor shall return all TSA information and IT resources
provided to the contractor during the contract, and provide a certification that all assets contain-
ing or used to process TSA information have been sanitized in accordance with the TSA MD
1400.3, TSA IT Security Policy Handbook and Technical Standards. Signed proof of sanitization
should be emailed to the COTR. Addition, the contractor shall provide a4 master asset inventory
list that reflects all assets, government furnished equipment (GFE) or non-GFE that were used 1o
process TSA information.

The Security Certification Package contains documentation required for C&A. The package will
contain the following security documentation: 1) Security Assessment Report (SAR) 2} System
Security Plan (SSP) or System Security Authorization Agreement (SSAA), 3) Contingency Plan,
4) Contingency Plan Test Results, 5) Federal Information Processing Standards (FIPS) 199 Cat-
egorization, 6) Privacy Threshold Analysis (PTA), 7) E-Authentication, &) Security Test and
Evaluation (ST&E) Plan, 9)Authorization to Operate (ATQO) Letter, 10} Plan ol Action and Mile-
stones (POA&M), and 11) Annual Self-Assessments. The C&A package shall document the spe-
cific procedures, training, and accountability measures in place for systems that process person-
ally identifiable information (PII). All security compliance documents will be reviewed and ap-
proved by the Chief Information Security Officer (CISO) and the Information Assurance and
Cyber Security Division (IAD}, and accepted by the Contracting Oftficer upon creation and after
any subsequent changes, before they go into effect.

Security Review

The Government may elect to conduct periodic reviews to ensure that the security requirements
contained 1n this contract are being implemented and enlorced. The Contractor shall alford DHS,
including the organization of the DHS Oftice of the Chief Information Officer, the Office of the
Inspector General, authorized Contracting Officer’s Technical Representative (COTR), and other
government oversight organizations, access to the Contractor’s facilities, installations, opera-
tions, documentation, databases and personnel used in the perlormance of this contract. The Con-
tractor will contact the DHS Chief Information Security Officer to coordinate and participate in
the review and inspection activity of government oversight organizations cxternal to the DHS.
Access shall be provided to the extent necessary tor the government to carry out a program of
inspection, investigation, and audit to safeguard against threats and hazards to the integrity,
availability and confidentiality of DHS data or the function of computer systems operated on be-
halt of DHS, and to preserve evidence of computer crime.
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H.5 IDENTIFICATION OF CONTRACTOR EMPLOYEES

All contract personnel attending meetings, answering Government telephones, and working in
other situations where their contractor status is not obvious to third parties are required to identi-
fy themselves as such. They must also ensure that all documents or reports produced by contrac-
tors are suitably marked as contractor products or that contractor participation is appropriately
discloscd.

H.6 PROGRAM PERFORMANCE

The Contractor shall comply with requests to be audited and provide responses within three
business days to requests for data, information, and analysis from the TSA Information Assur-
ance and Cyber Security Division (IAD) and management, as directed by the Contracting Officer
and/or COTR.

The Contractor shall provide support during the Information Assurance and Cyber Security Divi-
sion (IAD) audit activities and efforts. These audit activities may include, but are not limited to
the following: requests for system access for penetration testing, vulnerability scanning, incident
response and forensic review.

H.7 GOVERNMENT RIGHTS

Nothing in this clause shall limit the Government's rights in any way under any other provision
of the contract, including those related to the Government's right to inspect and accept the ser-
vices 10 be performed under this contract.

H.8 PUBLICITY RESTRICTIONS

The Contractor shall not use or allow to be used any aspect of this contract for publicity, unless
authorized to do so 1n writing by the Contracting Officer. “Publicity” means, but is not limited
to, advertising (e.g. trade magazines, newspapers, Internet, radio, television etc.), communica-

tions with the media, or marketing. It is [urther understood that this obligation shall not expire
upon completion or termination of this contract, but will continue indefinitely.

The Contractor shall include the substance of this clause, including this paragraph in each sub-
contract 1ssued under this contract.

H.9 CONTINGENCY PLANNING

If performance of the contract requires that DHS data be stored or processed on Contrac-
tor-owned information systems, the Contractor shall develop and maintain contingency
plans to be implemented in the event normal operations are disrupted in accordance with
the Officc of Management and Budget (OMB) Circular A-130, Appendix III. All contrac-
tor personnel involved with contingency planning efforts shall be identified and trained in
the procedures and logistics needed to implement these plans. The Contractor shall con-
duct periodic tests to evaluate the effectiveness of these contingency plans. The plans
shall at a minimum address cmergency response, backup operations, and post-disaster re-
covery. Contingency planning efforts shall adhere to the guidance contained in DHS
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MD4300.Pub, Volumc I1, Part A, IT Security Program Handbook for Sensitive Systems
including among other things:

e The contractor shall ensure the availability of critical resources and facilitate the
COQP in an emergency sttuation;

o The contractor will test their COOP annually;

o The contractor shall record, track and correct any COOP deficiency and any defi-
ciency correction that cannot be accomplished within one month of the annual test
will be elevated to the Information Assurance and Cyber Security Division (IAD).

Sources:

e DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para 3.2,
Contractors and Qutsourced Operations (2™ and 3" policy statements); para 4.10.2,
Disaster Recovery & Continuity of Operations.

H.10 TRAINING AND AWARENESS

(a) The Contractor shall ensure that all contractor personnel (including subcontrac-
tor personnel) who are involved in the management, use, or operation of any IT
systems that handle DHS sensitive information, receive annual training in se-
curily awareness, accepted securily practices, and system rules of behavior.

(b) The Contractor shall ensure that contractor personnel (including subcontractor
personnel) with signilicant IT security responsibilities receive specialized an-
nual training tailored to their specific security responsibilities.

(c) The training and awareness conducted under this clause shall promote a con-
sistent understanding of the principles and concepts of telecommunications and

IT systems security as described in DHS MD4300.Pub, Volume II, Part A, IT
Security Program Handbook for Sensitive Systems.

(d) DHS training and awareness resources may be available for the Contractor’s
use in implementing the requirements of this clause. The COTR will inform
the Contractor of any available DHS training resources.

Sources:

¢ DHS MD4300.Pub, Volume 1, Part A, Policy Guide for Sensitive Systems, para 3.2,
Contractors and Outsourced Operations (2™ and 3™ policy statements); para 4.1.4,
Training and Awarcncss

H.11 INTERRELATIONSHIP OF ASSOCIATE CONTRACTORS

The TSA may enter inlo contractual agreements with other Contractors (i.e., “Associate Contrac-
tors™) in order to provide information technology requirements separate from the work to be per-
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formed under this order, yet having links and interfaces to this order. The Centractor may be
required to coordinate with other such Contractor(s) through the cognizant Contracting Officer
and/or designated representative in providing suitable, non-conflicting technical and/or manage-
ment interfaces and in avoidance of duplication of effort. Information on deliverables provided
undcr separatc contracts may, at the discretion of the TSA and/or other Government agencics, be
provided to such other Contractor(s) for the purpose of such work.

Where the Contractor and an assoclate Contractor fail to agree upon action to be taken in connec-
tion with their respective responsibilities, each Contractor shall promptly bring the matters to the
attention of the cognizant Contracting Officer and furnish the Contractor’s recommendations for
a solution. The Contractor shall not be relieved of its obligations to make timely deliveries or be
entitled to any other adjustment because of failure of the Contractor and its associate to promptly
refer matters to the Contracting Officer or because of failure 1o implement Contracting Officer
directions.

Where the Contractor and Associate Contractors are required to collaborate to deliver a service;
the Government will designate, in writing and prior to the definition of the task, to both Contrac-
tors, a “lead Contractor” for the project. In these cases the Associate Contractors shall also be
contractually required to coordinate and collaborate with the Contractor. TSA will facilitate the
mutual execution of Non-Disclosure Agreements.

Compliance with this Special Contract Requirement is included in the contract price and shall
not be a basis [or equitable adjustment.

H.12 AVOIDANCE OF PERSONAL SERVICES

The Government shall not supervise contractor employees. The contractor shall determine work
schedules and work methodology for its employees.

H.12.1 Prohibition on Personal Services

No personal services shall be performed under this Contract. No Contractor employee will be
directly supervised by the Government. All individual employee assignments, and daily work
direction, shall be given by the applicable employee supervisor. If the Contractor believes any
Government action or communication has been given that would create 4 personal services rela-
tionship between the Government and any Contractor employee, the Contractor shall promptly
notify the Contracting Officer of this communication or action.

H.12.2 Performance of Inherently Governmental Functions

The Contractor shall not perform any inherently governmental functions under this Contract. No
Contractor employee shall hold him or hersell out (o be a Government employee, agent, or repre-
sentative. No Contractor employee shall state orally or in writing at any time that he or she is
acting on behalf of the Government. In all communications with third partics in connection with
this contract, Contractor employees shall identify themselves as Contractor employees and speci-
{y the name ol the company for which they work. In all communications with other Government
Contractors in connection with this contract, the Contractor employee shall state that they have
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no authority to in any way change the contract and that if the other Contractor belicves this
communication to be a direction to change their Contract, they should notify the Contracting Of-
ficer for that contract and not carry out the direction until a clarification has been issued by the
Contracting Officer

H.13 KEY PERSONNEL

The contractor shall use the key personnel set forth in its offer, upon which award of this Con-
tract shall be based, for performance of the effort set forth under the contract. In the event that
one or more of the personnel are not available, or become unavailable, the contractor shall fur-
nish substitute personnel of cqual skills, which substitutions shall be subject to approval of the
contracting officer.

Key personnel on this Contract are:
(See individual Orders)

It applicable, Key personnel will also be identitied in Orders with the same substitution require-
ments as outlined herein.

H.14 CONTRACT PERSONNEL SCREENING

H.14.1 PERSONNEL ACCESS

All Contractor personnel requiring unescorted access to TSA facilities, information sys-
tems, or information will be subject to the security procedures set forth in this contract.

H.14.2 PERIOD OF PERFORMANCE FOR CONTRACTS REQUIRING EMPLOYEE BACK-
GROUND CHECKS

The period of performance begins 60 days after contract award to allow for the Enter On Duty
Suitability Determination. A contract modilication shall be executed to revise the period of per-
formance if the determination process is completed earlier.

H.14.3 NOTIFICATION OF CLASSIFIED CONTRACT

(a) Clearance Level. This contract requires security clearance at the CONFIDENTIAL, SE-
CRET, TOP SECRET or TOP SECRET/SCI level.

(b) Access to Classified Information. Contractor personnel are required to have access to classi-
fied information at the CONFIDENTIAL, SECRET, TOP SECRET or TOP SECRET/SCI
level. (select one)



HSTS02-11-R-TTC206 Pagc 58 of 95

(¢) Placc of Performance. The location of performance where classificd information will be ac-
cessed, produced, safeguarded, or stored is as identified below (fill in location).

The Contractor will access classified material at TSA facilities in (fill in location).

The Contractor will store and safeguard classified material at the (fill in level) in support of
program office requirements. If the Contractor supports other government agencies on classi-
fied contracts, the TSA classified material shall be stored alone in a separate, GSA-approved
safe. Classificd information pertaining to other government agencies shall not be stored with
the TSA classified information.

H.14.4 SUITABILITY DETERMINATION FOR CONTRACTOR EMPLOYEES

All contractor employees seeking to provide services to TSA under a TSA contract are subject to
a suitability determination to assess whether their initial employment or continued employment
on 4 TSA contract protects or promotes the efficiency of the agency. TSA, by and through the
Office ol Security, Personnel Security Division (PerSec), will allow a contractor employee (o
commence work on a TSA contract only if a review of the contractor employee’s preliminary
background check is favorable. Contractor employees with unfavorable preliminary background
checks will not be allowed to work on a4 TSA contract.

A suitability determination involves the following three phases:

Phase 1: Enter On Duty Suitability Determination: a review of a contractor employee’s con-
sumer credit report, criminal history records, and submitted security forms to determine, 1o the
extent possible, if the contractor employee has bad debt and/or criminal offenses and/or falsifica-
tion issues that would prohibit employment as a TSA contractor. This determination will include
verification of citizenship for contractor employees born outside of the United States. A favora-
ble Enter On Duty Suitability Determination is not a [inal suitability determination; rather, it is a
preliminary review of external data sources that allows the contractor employee to commence
work prior to the required background investigation being completed.

When a contractor employee is deemed suitable to commence work on a TSA contract, TSA
PerSec will notify the appropriate Contracting Officer’s Technical Representative (COTR) of the
favorable determination. Similar notifications will be sent when a contractor employee has not
passed the preliminary background check and has been deemed unsuitable.

Phase 2: Background Investigation: Once the contractor employee commences work on a
TSA contract, TSA PerScc will process all submitted security forms to determine whether the
contractor has previously been the subject of a federal background investigation sutficient in
scope 1o meel TSA minimum investigative requirements. Contractor employees who have a ted-
eral investigation sufficient in scope will immediately be processed for final suitability adjudica-
tion. Thosc contractor cmployces who do not have a previous federal background investigation
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sufficient in scope will be scheduled for the appropriate level background investigation through
the submission of their security forms to the Office of Personnel Management (OPM).

Phase 3: Final Suitability Adjudication: TSA PerSec will complete the final suitability deter-
mination aftcr reccipt, review, and adjudication of the completed OPM background investigation.
The final suitability determination is an assessment made by TSA PerSec to determine whether
there is reasonable expectation that the continued employment of the TSA contractor will or will
not protect or promote the efficiency of the agency. An unfavorable final suitability determina-
tion will result in a notification to the COTR that the contractor employee has been deemed un-
suitable for continued contract employment and that he/she shall be removed from the TSA con-
tract.

H.15 PROHIBITION OF INDIVIDUALS

The Contracting Officer may require the Contractor to prohibit individuals [rom working on the
contract if the government deems their initial or continued employment contrary to the public
interest for any reason, including, but not limited to, carelessness, insubordination, incompe-
tence, or security concerns.

H.16 CONTRACT PERSONNEL SECURITY CLEARANCES

Staff for use on these efforts must be capable of being granted a security clearance for access to
classilied information and/or IT resources appropriate {or the level of classification associated
with the work they are to perform. Contractor personnel will be required to submit documenta-
tion, including appropriate credentialing, for access to TSA workplaces through the Security Of-
fice in order to facilitate their unencumbered entrance to appropriate TSA facilities.

H.16.1 Minimum Security Clearances

Resources engaged in systems analysis, architecture development, programming, systems
administration, and hands-on application development involving actual data must be
cleared at the minimum security level of Secret, or Interim Secret. Administrative staff
not directly involved in supporting these efforts need not possess a Secret-level clearance,
but must have a favorably-determined employment suitability check.

H.16.2 Future Orders

Future task orders issued under this contract may require higher clearance levels such as
Top Secret (TS) or Top Secret with Sensitive Compartmented Information designation
(TS/SCI). When and if such future task orders are designed and awarded, required clear-
ancc levels will be specified, and the requisite DD Form 254, Contract Sccurity Classifi-
cation Specification, will be initiated.
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H.16.3 Government Approval of Contractor Staff Personnel Clearances

The Government reserves the right to determine those efforts requiring security clearanc-
es and specific staff to be cleared; the Government must approve proposed staff requiring
clearances before such staff members are used on the contract.

The Government expects that the Contractor will usc existing, cleared resources, appropriate for
the clearance level required, to accomplish the work contained herein. Furthermore, vendors
shall not include in their price proposals any fees incurred prior to this effort for obtaining clear-
ances for staff currently employed by the vendor.

H.17 PHYSICAL SECURITY

The Contractor shall ensure that access to Contractor buildings, rooms, work areas and
spaces, and structures that house DHS sensitive information or IT systems through which
DHS sensitive information can be accessed, is limited to authorized personnel. The Con-
tractor shall ensure that controls are implemented to deter, detect, monitor, restrict, and
regulate access to controlled areas at all imes. Controls shall be sufficient to saleguard IT
assets and DHS sensitive information against loss, theft, destruction, accidental damage,
hazardous conditions, fire, malicious actions, and natural disasters. Physical security con-
trols shall be implemented in accordance with the policy and guidance contained in DHS
MD4300.Pub, Volume II, Part A, IT Security Program Handbook for Sensitive Systems;
Sources:

¢ DHS MD4300.Pub, Volume I, Part A, Policy Guide for Sensitive Systems, para 3.2,
Contractors and Quisourced Operations (2™ and 3" policy statements); para 4.2.1,
General Physical Access

s DHS MDI1050.1, Physical Protection of Facilities and Real Property

H.18 HANDLING SENSITIVE INFORMATION (SSI) AND IT RESOURCES
H.18.1 Definitions

Sensitive Information means any information, the loss, misuse, disclosure, or unauthorized ac-
cess to or modification of which could adversely affect the national or homeland security inter-
est, or the conduct of Federal programs, or the privacy to which individuals are entitled under
section 552a of title 5, United States Code (the Privacy Act), but which has not been specifically
authorized under criteria established by an Executive Order or an Act of Congress to be kept se-
cret in the interest ol national defense, homeland security or foreign policy. This definition in-
cludes the following categories of information:

(1) Protected Critical Infrastructure Information (PCI) as sct out in the Critical Infrastruc-
ture Information Act of 2002 (Title 11, Subtitle B, of the Homeland Security Act, Public Law
107-296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of
Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended,
and any supplcmentary guidance officially communicated by an authorized official of the De-
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partment of Homeland Sccurity (including the PCIT Program Manager or his/her designee). The
IT Security office currently has a representative engineer who attends CIP meetings;

(2) Sensitive Security Information (S81), as defined in Title 49, Code of Federal Regulations,
Part 1520, as amended, "Policies and Procedures of Sateguarding and Control of SSL” as
amcnded, and any supplementary guidance officially communicated by an authorized official of
the Department of Homeland Security (including the Assistant Secretary for the Transportation
Security Administration or his/her designee). The IT Security Office currently has an S81 Of-
ficer actively engaged in SSI related issues/concerns;

(3} "For Official Use Only (FOUQ)" is unclassificd information of a sensitive nature, and
the unauthorized disclosure of which could adversely impact a person's privacy or welfare, the
conduct of Federal programs, individual privacy under 5 U.S.C. section 5524 or other programs
or aperations essential to the national or homeland security interest; and if provided by the Gov-
ernment to the contractor, 1s marked in such a way as to place a reasonable person on nofice of
its sensitive nature.

(4) “Information Technology Resources" include, but are not limited to, computer equip-
ment, networking equipment, telecommunications equipment, cabling, network drives, computer
drives, network software, computer software, software programs, intranet sites, and internet sites.

H.18.2 Disclosure of Information —Official Use Only

Any TSA Information made available or to which access is provided, and which is marked or
should be marked “Official Use Only”, shall be used only for the purposc of carrying out the
provisions of this contract and shall not be divulged or made known in any manner to any person
excepl as may be necessary in the performance of the contract. Disclosure to anyone other than
an officer or employee of the contractor or subcontractor at any tier shall require prior written
approval of the TSA. Requests to make such disclosure should be addressed to the TSA con-
tracting officer.

H.18.3 Notification of Proper Use and Penalties for Misusing “Official Use Only” Information

Each officer or employee of the contractor or subcontractor at any tier to whom “Official Use
Only” information may be made available or disclosed shall be notified in writing by the con-
tractor that “Official Use Only" information disclosed to such officer or employee can be used
only for the purpose and to the extent authorized herein, and that further disclosure of any such
“Official Use Only” information, by any means, for a purpose or to an extent unauthorized here-
in, may subject the offender to criminal sanctions imposed by 18 U.S.C. Sections 641 and 3571.
Section 641 of 18 U.S.C. provides, in pertinent part, that whoever knowingly converts to his use
or the usc of another, or without authority sclls, conveys, or disposes of any record of the United
States or whoever receives the same with the intent to convert it to his use or gain, knowing it to
have been converted, shall be guilty of a crime punishable by a fine or imprisoned up to 10 years
or both.
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H.18.4 Disclosure of Technology to Non-lmmigrant Alien

Disclosure of source code, technology, or documentation to a nonimmigrant alien, a type of for-
cign national not authorized access may be considered to be an export and cxport control viola-
tion by TSA. The contractor shall at all time comply with Traffic in Arms Regulation (ITAR), 22
C.F.R. parts 120 through 130, and the Export Administration Regulations (EAR), 15 C.F.R. parts
730 through 799, in the performance of this contract. In complying with these export provisions,
the contractor shall determinc the applicability of license exemptions; exceptions and obtain ap-
propriate licenses or other approvals for exports of source code, technology, and documentation.
The contractor shall make the same determinations where its use of non-immigrant aliens would
allow them access to export sensitive information. Acquisitions involving foreign nationals or
forcign cntitics arc subject to the following provisions:

H.18.5 Use of Non-Immigrant Alicns and Non-US Companics

The contractor shall submit an explanation to the TSA contracting officer of why use of the non-
immigrant alien would not violate export restrictions. The contractor shall be responsible for all
regulatory record keeping requirements assoclated with the license and license exemption or ex-
ception. Copies of export related determinations and documentation shall be provided to TSA
upon request. For export or security reasons, TSA reserves the right to exclude Offerors with a
controlling degree of non U.S. ownership, and non U.S. place of business or nonimmigrant aliens
from being given access to software, equipment, technology or documentation necessary to pre-
pare an olfer or to perform the contract. Olterors should be aware that obtaining an export clear-
ance license may still be outweighed by security concerns. Any potential Offeror either having
or intending to make significant use of, non US companies or personnel that are nonimmigrant
aliens is encourage to consult the TSA contracting officer prior to committing resources. This
clause shall flow down to subcontractors.

H.19 SECURITY OF SYSTEMS HANDLING PERSONALLY IDENTIFIABLE INFOR-
MATION AND PRIVACY INCIDENT REPONSE (Nov 2010)

(a) Definitions.

“Breach” (may be used interchangeably with “Privacy Incident’) as used in this clause means the
loss of control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized
access, or any similar situation where persons other than authorized users, and for other than au-
thorized purpose, have access or potential access to Personally Identifiable Information, in usable
form whether physical or electronic.

“Personally Identifiable Information (PI1)” as used in this clausc means any information that
permits the identity of an individual to be directly or indirectly inferred, including any other in-
formation that is linked or linkable to that individual regardless of whether the individual is a cit-
izen of the United States, legal permanent resident, or a visitor to the United States.
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Examples of PIl include: name, date of birth, mailing address, telephone number, Social Sccuri-
ty Number (SSN), email address, zip code, account numbers, certificate/license numbers, vehicle
identifiers including license plates, uniform resource locators (URLs), Internet protocol address-
es, biometric identifiers (e.g., fingerprints), photographic facial images, or any other unique iden-
tifying number or characteristic, and any information where it 1s rcasonably foresceablce that the
information will be linked with other information to identify the individual.

“Sensitive Personally Identifiable Information {Sensitive PII)" as used in this clause is a subset
of Personally Identifiable Information, which if lost, compromised or disclosed without authori-
zation, could result in substantial harm, embarrassment, inconvenience, or unfairness to an indi-
vidual. , Complete social security numbers {SSN), alien registration numbers (A-number) and
biometric identifiers (such as fingerprint, voiceprint, or iris scan) are considered Sensitive PII
even if they are not coupled with additional PII. Additional examples include any groupings of
information that contains an individual’s name or other unique identificr plus onc or more of the
following elements:

(1) Driver’s license number, passport number, or truncated SSN (such
as last 4 digits)

(2) Date of birth (month, day, and year)

(3) Citizenship or immigration status

(4) Financial information such as account numbers or Electronic
Funds Transfer Information

(5) Medical Information

(6) System authentication information such as mother’s maiden name,
account passwords or personal identification numbers (PIN)

Other Personally Identifiable information may be “sensitive” depending on 1ts context, such as a
list of employees with less than satisfactory performance ratings or an unlisted home address or
phone number. In contrast, a business card or public telephone directory of agency employees
contains Personally Identifiable Information but it is not sensitive.

(b) Systems Access. Work to be performed under this contract requires the handling of Sensi-
tive PII. The contractor shall provide the Government access to, and information regarding sys-
tems the contractor operates on behalf of the Government under this contract, when requested by
the Government, as part of its responsibility to ensure compliance with security requirements,
and shall otherwise cooperate with the Government in assuring compliance with such require-
ments. Government access shall include independent validation testing of controls, system pene-
tration testing by the Government, Federal Information Security Management Act (FISMA) data
reviews, and access by agency Inspectors General for 1ts reviews.

(c) Systems Sccurity. In performing its duties related to management, operation, and/or access
of systems containing Sensitive P11 under this contract, the contractor, its employees and subcon-
tractors shall comply with applicable security requirements described in DHS Sensitive System
Publication 4300A or any replacement publication and rules of conduct as described in TSA MD
3700.4
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In addition, use of contractor-owned laptops or other media storage devices to process or store
PII is prohibited under this contract until the contractor provides, and the

contracting officer in coordination with CISO approves written certification by the contractor
that the following requircments arc mct:

(1) Laptops employ encryption using a NIST Federal Information Processing
Standard (FIPS) 140-2 or successor approved product;

(2) The contractor has developed and implemented a process to ensure that secu-
rity and other applications software are kept current;

(3) Mobile computing devices utilize anti-viral software and a host-based firewall
mechanism;

(4) When no longer needed, all removable media and laptop hard drives shall be
processed (i.e., sanitized, degaussed, or destroyed) in accordance with DHS secu-
rity requirements.

(5) The contractor shall maintain an accurate inventory of devices used in the
performance of this contract;

(6) Contractor employee annual training and rules of conduct/behavior shall be
developed, conducted/issued, and acknowledged by employees in writing. Train-
ing and rules of conduct shall address at minimum:
(1) Authorized and official use;
(11) Prohibition against use of personally-owned equipment to
process, access, or store Sensitive PII;
(i11)  Prohibition against access by unauthorized users and
unauthorized use by authorized users; and
(1v)  Protection of Sensitive PII;

(7) All Sensitive PII obtained under this contract shall be removed from contrac-
tor-owned information technology assets upon termination or expiration of con-
tractor work. Removal must be accomplished in accordance with DHS Sensitive
System Publication 4300A, which the contracting officer will provide upon re-
quest. Certification of data removal will be performed by the contractor’s Project
Manager and written notification confirming certitication will be delivered to the
contracting officer within 15 days of termination/expiration of contractor work.

(d) Data Security. Contractor shall limit access to the data covered by this clause to those em-
ployees and subcontractors who require the inlormation in order to perform their official duties
under this contract. The contractor, contractor employees, and subcontractors must physically
sccure Sensitive PII when not in usc and/or under the control of an authorized individual, and
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when in transit to prevent unauthorized access or loss. When Scnsitive PIT is no longer needed
or required to be retained under applicable Government records retention policies. it must be de-
stroyed through means that will make the Sensitive PII irretrievable.

The contractor shall only usc Scnsitive PII obtaincd under this contract for purposcs of the con-
tract, and shall not collect or use such information for any other purpose without the prior written
approval of the contracting officer. At expiration or termination of this contract, the contractor
shall turn over all Sensitive PII obtained under the coniract that is in its possession to the Gov-
croment.

(e) Breach Response. The contractor agrees that in the event of any actual or suspected breach
of Sensitive PII (i.e., loss of control, compromise, unauthorized disclosure, access for an unau-
thorized purpose, or other unauthorized access, whether physical or electronic), it shall immedi-
ately, and in no event later than one hour of discovery, report the breach to the contracting of-
ficer, the Contracting Officer’s Technical Representative (COTR), and the TSA Director of Pri-
vacy Policy & Compliance (TSAprivacy@dhs.gov). The contractor is responsible for positively
verifying that notification is received and acknowledged by at least one of the foregoing Gov-
ernment parties.

() Personally Identifiable Information Notification Requirement. The contractor has in place
procedures and the capability to promptly notity any individual whose Sensitive PII was, or is
reasonably believed to have been, breached, as determined appropriate. The method and content
of any notification by the contractor shall be coordinated with, and subject to the prior approval
of the Government, based upon a risk-based analysis conducted by the Government in accord-
ance with DHS Privacy incident Handling Guidance. Notification shall not proceed unless the
Government has determined that: (1) notification is appropriate; and (2) would not impede a law
enlorcement investigation or jeopardize national security.

Subject to Government analysis of the breach and the terms of its instructions to the contractor
regarding any resulting breach notification, a method of notification may include letters to af-
fected individuals sent by first class mail, electronic means, or general public notice, as approved
by the Government. At minimum, a notification should include: (1) a briet description of how
the breach occurred; (2) a description of the types of personal information involved in the
breach; (3) a statement as to whether the information was encrypted or protected by other means;
(4) steps an individual may take to protect themselves; (5) what the agency is doing, if anything,
to investigate the breach, to mitigate losses, and to protect against any further breaches; and (6)
point of contact information identitying who affected individuals may contact for further infor-
mation.

In the event that a Sensitive PII breach occurs as a result of the violation of a term of this con-
tract by the contractor or its employces, the contractor shall, as dirccted by the contracting ofticer
and at no cost to the Government, take timely action to correct or mitigate the violation, which
may include providing notilication and/or other identity protection services to allected individu-
als for a period not to exceed 12 months from discovery of the breach. Should the Government



HSTS02-11-R-TTC206 Pagc 66 of 95

clect to provide and/or procure notification or identity protection scrvices in responsc to a
breach, the contractor will be responsible for reimbursing the Government for those expenses.

(g) Pass-Through of Security Requirements to Subcontractors. The contractor agrees to incor-
porate the substance of this clausc, its terms and requirements, in all subcontracts undcr this con-
tract, and to require written subcontractor acknowledgement of same. Violation by a subcontrac-
tor of any provision set forth in this clause will be attributed to the contractor.

H.20 PUBLICITY AND DISSEMINATION OF CONTRACT INFORMATION

Publicity rcleascs or commercial advertising in conncction with or referring to this contract or
effort shall not be made by the Contractor unless prior written approval has been received from
the Contracting Officer.

The Contractor shall not publish, permit to be published, or distribute for public consumption,
any information, oral or written, concerning the results or conclusions made pursuant to the per-
formance of this contract, without the prior written consent of the Contracting Officer. Two cop-
ies ol any material proposed to be published or distributed shall be submitted to the Contracting
Officer.

A minimum of five full business days’ notice 1s required for requests made in accordance with
this provision.

H.21 SECURITY REQUIREMENTS

The Contractor shall include the substance of this clause in all subcontracts at any tier where the
subcontractor may have access to Government facilities, sensitive information, or resources.

H.21.1 Restrictions Upon Disclosure

The Contractor agrees to keep all information it gathers or analyzes, or information the
Government in the course of this Contract furnishes, in the strictest of conlidence, said
information being the sole property of the Government. The Contractor also agrees that
Government-provided information marked "For Official Use Only,” "Confidential,” or
“Proprietary” must also be similarly protected and shall take all reasonable measures nec-
essary o prohibit access to such information by any such person other than those Contrac-
tor employees needing such information to perform the work, i.e., on a need-to-know ba-
Sis.

(a) The Contractor shall immediately noti{y the Contracting Officer in the
event it determines or has reason to suspect a breach of this requirement.
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(b) The Contractor shall require that all cmploycecs and consultants who arc
given access to such information sign a confidentiality and non-disclosure
statement agreeing to safeguard the confidentiality of all such information
gathered or provided to them hereunder as an integral condition of their
cmployment,

{c) Upon the Government’s request, the Contractor shall provide the Contract-
ing Officer with plans and procedures to ensure the confidentiality and
physical sccurity of information gathered or provided hercunder.

{d) The Contractor may “gather and analyze” information that is not furnished
or owned by the Government. Such information will not be subject to the
restrictions in this clause.

H.21.2 Confidentiality of Data and Information

(a) In the performance of this order, the Contractor, its consultants and or sub-
contractors, may need access to information in the Government’s posses-
sion which is encumbered with restrictions on the Government’s rights to
use or disclose, or that might preclude dissemination or use other than in
the performance of this contract. By reason of the foregoing, the Contrac-
tor agrees that any employee, subcontractor or consultant 1t uses shall com-
ply with all restrictive legends or markings on data, software, or infor-
mation it uses, and further agrees not to:

(1) Knowingly disclose such data or information to others without prior
written authorization from the Contracting Officer, unless that data or
information has otherwise become available to the public through no
action or fault of the Contractor; and

(2) Use for any purpose other than the performance of this Contract data
bearing a restrictive marking or legend, unless such information or data
has otherwise fallen into public domain through no action or fault of
the Contractor.

(3) It work required to be performed under this Contract requires access to
proprietary data of other companies, the Contractor shall use its best ef-
forts to obtain an agreement from such other companies for such use
unless such data is provided or made available to the Contractor by the
Government. Two copies of any such company-to-company agree-
ments so entered into shall be furnished promptly to the Contracting
Officer. Company-to-Company agreements shall prescribe the scope of
authorized use of disclosure, and other terms and conditions agreed up-
on between the parties.

(4) The Contractor agrees to make employees aware of the requirement to
maintain confidentiality of data and information and the necessity to re-
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frain from divulging cithcr proprictary data of othcr companics or data
obtained from the Government to unauthorized persons.

(5) The Contractor agrees to obtain from cach employee con-
nected with this contract, a written agreement that the employee will
not during his/her employment by the Contractor or thereafter, disclose
to others or use for his/her own benefit or the future benefit of any in-
dividual, any trade sccrets, confidential information or propric-
tary/restricted data (to include Government "For Official Use Only"}
received In connection with the work under this Contract.

(6) The Contractor agrees to include the substance of this provision in
all subcontracts awarded under this contract, except to the extent that:

(1) The Contractor considers the application of the prohibition of this pro-
vision to be inappropriate and unnecessary in the case of a particular
subcontract.

(11) The subcontractor provides a writlen statement aflirming absolute un-
willingness to perform absent some relief from the substance of this
prohibition; or

(DIl the Contractor encounters the situation described in 6.1 and 11, the
Contractor agrees to provide the Contracting officer written notice of
the circumstances within ten working days of being notified by the sub-
contractor’s unwillingness to perform. The Contractlor agrees nol to
use any subcontractor so expressing unwillingness to perform absent
any relief from the requirements of this section, unless use of an alter-
nate subcontract source would unreasonably detract from the quality of
the effort.

H.21.3 General Sensitive Information Requirements

(a) Effort to be performed by this contract may require access and protec-
tion of sensitive information and data. The Contractor shall ensure that all appro-
priate security and protection actions are taken, including providing cleared per-
sonnel and procedures, as required, and consistent with the TSA security require-
ments.

{b) The Contractor shall comply with the following TSA Management Di-
rectives and any updates, as applicable:

L. TSA Management Directive No. 2800.3, “Control of Sccure Termi-
nal Equipment (STE) Telephones.

2. TSA Management Directive No. 2800.31, “Control of Integrated
Scrvices Telephone (IST) Telephones.™
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3. TSA Management Dircctive No. 2800.5, “Forcign Travel Bricfing
and Contact Reporting Requirements.”

4, TSA Management Directive No. 2800.%, “Information Security
(INFOSEC) Program.”

H.21.4 Security Policies and Directives

The Contractor is required to comply with all Government security law, policies, directives, and
procedures including, but not limited to:

+

+

*

*

*

Federal Information Security Management Act (FISMA)
NIST Series 800

Security-related DHS and TSA Management Directives
System-specific security requirements

Application-specilic securily requirements

Vendors will be responsible for identifying, evaluating, and proposing appropriately qualified
staft for their respective work packages.

The TSA information security policy is an operational implementation and extension of the DHS
Sensitive Systems Policy Directive 4300A. DHS 4300A provides general policy in a wide varie-
ty of areas and provides guidance to DHS Organizational Elements (OEs) for the establishment
of operational policy within the OEs. DHS 4300A takes precedence in instances where there is
conflict between it and TSA MD 1400.3 that is not otherwise resolved by TSA MD 1400.3, At-
tachment 1, Security Policy — DHS Bridge. Note that the TSA MD 1400.3 addresses additional
details relating to security policies, personnel security, data encryption, and more.

The Homeland Security Acquisition Regulations (HSAR) serves as a supplement to the Federal
Acquisition Regulations (FAR). The OCIO/OCISO/IT Security Office currently complies with
FAR and HSAR related statements, to include “Contractor Employee Access”. In addition to
the above referenced HSAR document, the "TSA MD 2800.71 - Pre-employment Investigation
Standard for TSA Employees and Contractors” document also references and addresses:

+

+

+

SSI

FOUO

Scnsitive Information

Information Tcchnology Resources,

Background checks/analysis and administrative processes together with CO, COTR and
CS0,
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+ Scnsitive information training, computer access agreement (CAA) and sccurity oricnta-
tion briefing (are performed by the IT Security's Security Awareness, Training and Edu-
cation Program) for prime or subcontractors,

¢ Employee Non-Disclosure Agreement (NDA) which is kept on file at IT Security, and

¢ Specific site/building/floor access (as arranged by the COTR and Training Coordinator).

DHS MD 11042 (date 5/11/04), Safeguarding Sensitive But Unclassified (FOUO) Information
and 49 Code of Federal Regulations Part 1520.5, addresses HSAR-related information for which
the OCISO is in compliant as well. The TSA FISMA dashboard scores (Green) and the judg-
ment of the DHS Inspector General attest to our compliance with Public Law and appropriate
Executive Orders.

H.21.5 Privacy or Security Safcguards

(a) The Contractor shall not publish or disclose in any manner, without the Con-
tracting Officer's written consent, the details of any safeguards either designed or devel-
oped by the Contractor under this contract or otherwise provided by the Government.

(b) To the extent required to carry out a program of inspection 1o saleguard
against threats and hazards to the security, integrity, and confidentiality of Government
data, the Contractor shall afford the Government access to the Contractor's facilities, in-
stallations, technical capabilities, operations, documentation, records, and databases.

(c) If new or unanticipated threats or hazards are discovered by either the Gov-
ernment or the Contractor, or if existing safeguards have ceased to function, the discoverer
shall immediately bring the situation to the attention of the other party.

(d) The Contractor shall not be eligible for any award fee for any evaluation peri-
od in which there is a breach of privacy or security. Lost award fee due to a major breach
of privacy or security may not be allocated to future evaluation periods.

(e) The award fee authority fee authority shall determine whether a security or pri-
vacy breach is categorized as a major security or privacy breach.

To ensure that any potential {inal award fee evaluation at contract completion re-
flects any breach of privacy or security, in an interim period, the overall award fee pool
shall be reduced by the amount of the fee available for the period in which the major
breach occurred if a zero fee determination was made because of a major breach of priva-
Cy Or security.

H.21.6 Disposition of Government Property

Thirty (30) calendar days prior 1o the end of the TO period of performance, or upon
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termination of the contract, the Contractor shall furnish to the TO COTR a complcte inventory of
all Government Property in its possession under the TO that has not been tested to destruction,
completely expended in performance, or incorporated and made a part of a deliverable end item.
The TO COTR will furnish disposition instructions on all listed property which was furnished or
purchascd under the TO.

H.22 MAJOR BREACH OF SAFETY OR SECURITY
H.22.1 Safety Breach

Safety is the freedom from those conditions that can cause death, injury, occupational illness,
damagc to or loss of cquipment or property, or damage to the cnvironment, Safcty is cssential to
TSA and is a material part of this contract. A major breach of safety may constitute a breach of
contract that entitles the Government to exercise any of its rights and remedies applicable to ma-
terial parts of this contract, including termination for default. A major breach of safety must be
related directly to the work on the contract. A major breach of safety is an act or omission of the
Contractor that consists of an accident, incident, or exposure resulting in a fatality or mission
failure; or in damage to equipment or property equal to or greater than $1 million; or in any
"willful" or "repeat” violation cited by the Occupational Salety and Health Administration
(OSHA) or by a state agency operating under an OSHA approved plan.

H.22.2 Security Breach

Security 1s the condition of safeguarding against espionage, sabotage, crime (including computer
crime), or attack. A major breach of securily may constitute a breach of contract that entitles the
Government to exercise any of 1ts rights and remedies applicable to material parts of this con-
tract, including termination for default. A major breach of security may occur on or off Gov-
ernment installations, but must be related directly to the work on the contract. A major breach of
securily 15 an act or omission by the Contractor that results in compromise of classified infor-
mation, illegal technology transfer, workplace violence resulting in criminal conviction, sabo-
tage, compromise or denial of information technology services, equipment or property damage
from vandalism greater than $250,000, or theft greater than $250,000.

NOTE: Breach of Security for the purposes of this definition should not be confused with breach
of security in screening operations.

H.22.3 Reporting and Investigation

In the event ot a major breach of safety or security, the Contractor shall report the breach to the
Contracting Officer. If directed by the Contracting Officer, the Contractor shall conduct its own
investigation and report the results to the Government. The Contractor shall cooperate with the
Government investigation, if conducted.,
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H.22.4 Computer Security Incidents

Security Incident Reporting. The Contractor shall establish and maintain a computer incident
response capability. The Contractor shall report computer security incidents in accordance with
the guidance and procedures contained in DHS MD4300.Pub, Volume II, Part A, IT Security
Program Handbook for Sensitive Systems.

Sources:

. DHS MD4300.Pub, Volumc I, Part A, Policy Guide for Sensitive Systems, para
3.2. Contractors and Outsourced Operations (2™ and 3" policy statements); para 4.10.1.
Security Incident & Violation Handling

H.24 INSURANCE-WORK ON A GOVERNMENT INSTALLATION

The Contractor shall, at its own expense, provide and maintain during the entire performance of
this Contract, at least the following kinds and minimum amounts of insurance:

H.25 WORKERS’ COMPENSATION AND EMPLOYER’S LIABILITY

Contractors are required to comply with applicable Federal and State workers' compensation and
occupational disease statutes. If occupational diseases are not compensable under those statutes,
they shall be covered under the employer's liability section of the insurance policy, except when
contract operations are so commingled with a contractor's commercial operations that it would
not be practical to require this coverage. Employer’s liability coverage of at least $100,000 shall
be required, except in States with exclusive or monopolistic funds that do not permit workers'
compensation o be wrilten by private carriers.

General Liability
¢ Bodily Injury Liability

The Contracting Officer shall require bodily injury liability insurance coverage writ-
ten on the comprehensive form of policy of at least $500,000 per occurrence.

e Property Damage Liability

Property damage liability insurance shall be required only in special circumstances as determined
by the agency.

H.26 ACCESSIBILITY

Scction 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998
(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use electronic
and information technology (EIT), they must ensure that it is accessible to people with disabili-
tics. Federal ecmployees and members of the public who have disabilitics must have equal access
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to and usc of information and data that is comparablc to that enjoycd by non-disabled Federal
employees and members of the public.

All EIT deliverables within this work statement shall comply with the applicable technical and
functional performance criteria of Section 508 unless exempt. Specifically, the following appli-
cablc EIT accessibility standards have been identified:

Section 508 Applicable EIT Accessibility Standards

36 CFR 1194.21 Software Applications and Operating Systems, applies to all EIT sottware ap-
plications and operating systems procured or developed under this work statement including but
not limited to GOTS and COTS software. In addition, this standard 1s to be applied to Web-based
applications when needed to fulfill the functional performance criteria. This standard also applies
to some Web based applications as described within 36 CFR 1194.22.

36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, applies to all
Web-based deliverables, including documentation and reports procured or developed under this
work statement. When any Web application uses a dynamic (non-static) interlace, embeds cus-
tom user control(s), embeds video or multimedia, uses proprietary or technical approaches such
as, but not limited to, Flash or Asynchronous Javascript and XML (AJAX) then 1194.21 Soft-
ware standards also apply to fulfill functional performance criteria.

36 CFR 1194 .23 Telecommunications Products, applies to all telecommunications products in-
cluding end-user interfaces such as telephones and non end-user interfaces such as switches, cir-
cuits, etc. that are procured, developed or used by the Federal Government.

36 CFR 1194.24 Video and Multimedia Products, applies to all video and multimedia products
that are procured or developed under this work statement. Any video or multimedia presentation
shall also comply with the software standards (1194.21) when the presentation is through the use
of a Web or Software application interface having user controls available.

36 CFR 1194.25 Self Contained, Closed Products, applies to all EIT products such as printers,
copiers, fax machines, kiosks, etc. that are procured or developed under this work statement.

36 CFR 1194 .26 Desktop and Portable Computers, applies to all desktop and portable computers,
including but not limited to laptops and personal data assistants (PDA) that are procured or de-
veloped under this work statement.

36 CFR 1194.31] Functional Performance Criteria, applies to all EIT deliverables regardless of
dclivery method. All EIT dcliverable shall use technical standards, regardless of technology, to
fulfill the functional performance criteria.

36 CFR 1194 .41 Information Documentation and Support applies to all documents, reports, as
well as help and support services. To ensure that documents and reports fulfill the required
1194.31 Functional Performance Criteria, they shall comply with the technical standard associat-
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cd with Web-based Intranet and Internet Information and Applications at a minimum. In addi-
tion, any help or support provided in this work statement that offer telephone support, such as,
but not limited to, a help desk shall have the ability to transmit and receive messages using TTY.

Section 508 Applicable Exceptions

Exceptions for this work statement have been determined by DHS and only the exceptions de-
scribed herein may be applied. Any request for additional exceptions shall be sent to the COTR
and determination will be madc in accordance with DHS MD 4010.2. DHS has identificd the fol-
lowing exceptions that may apply: 36 CFR 1194.3(b) Incidental to Contract, all EIT that is ex-
clusively owned and used by the contractor to fulfill this work statement does not require com-
pliance with Section 508. This exception does not apply to any EIT deliverable, service or item
that will bc used by any Federal employee(s) or member(s) of the public. This ¢cxception only
applies to those contractors assigned to fulfill the obligations of this work statement and for the
purposes of this requirement, are not considered members of the public.

Section 508 Compliance Requirements

36 CFR 1194 2(b) (COTS/GOTS products), When procuring a product, each agency shall pro-
cure products which comply with the provisions in this part when such products are available in
the commercial marketplace or when such products are developed in response to a Government
solicitation. Agencies cannot claim a product as a whole is not commercially available because
no product in the marketplace meets all the standards. If products are commercially available that
meets some but not all of the standards, the agency must procure the product that best meets the
standards. When applying this standard, all procurements of EIT shall have documentation of
market research that identify a list of products or services that first meet the agency business
needs, and from that list of products or services, an analysis that the selected product met more
ol the accessibility requirements than the non-selected products as required by FAR 39.2. Any
selection of a product or service that meets less accessibility standards due to a significant diffi-
culty or expense shall only be permitted under an undue burden claim and requires authorization
from the DHS Office of Accessible Systems and Technology (OAST) in accordance with DHS
MD 4010.2.

H.27 Suhcontracting

(a) In accordance with FAR 52.244-2, Subcontracts, including Alternate I, if the
Contractor does not have an approved purchasing system, the Contractor shall obtain
written TO CO consent prior to subcontracting under a:

(1) Cost-reimbursement, T&M or L-H type contract (TOj}; or

(2) Firm-fixed-price contract (TQ) that exceeds either the simplified acquisition
threshold or 5 percent of the total estimated cost of the contract {TO).

(b) If the Contractor has an approved purchasing system and consent is not required
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under paragraph (d) of FAR 52.244-2, Subcontracts, the Contractor nevertheless, shall
obtain written TO CO consent prior to subcontract under a fixed-price arrangement where
50% or more of the task order work to be conducted by the subcontractor.

(c) It the Contractor has an approved purchasing systcm and consent is not requircd
under paragraph (a) and (b), the Contractor nevertheless shall notify the TO CQO within
fifteen(15) calendar days in advance of entering into any (1) cost-plus-fixed-fee subcon-
tract, or (ii) fixed-price subcontract that exceeds either the simplified acquisition thresh-
old or 5 pereent of the total estimated cost of the TO.

(1) The Contractor shall notify the appropriate TO CO within fifteen (15) calendar
days in advance of placing any subcontract or modification for which consent is
required under paragraph (a) or (b}, including the information required by para-
graphs (e)(1)(i) through (e)(1)(vii) of the FAR 52.244-2 clause.

{2) The TO CO 1s responsible for reviewing the Contractor’s notification and
supporting data to ensure that the proposed subcontract is appropriate for the risk
involved, and consistent with current policy and sound business judgment prior to
consent to subcontract.

(3) Il the Contractor enters into any subcontract that requires consent under the
clause at FAR 52.244-2, Subcontracts, without obtaining such consent, the
Government 1s not required to reimburse the Contractor for any costs incurred un-
der the subcontract prior to the date the Contractor obtains the required consent.
Any reimbursement of subcontract costs incurred prior (o the date the consent was
obtained shall be at the sole discretion of the Government.

(d) The Contractor may add or remove Subcontractors without the express written
consent of the Government provided the conditions ol paragraph (a) and (b), above, are
met.

(e) The Government’s small business goals through subcontracting efforts for large
businesses under this contract are as follows:

Type of Business Goal % of Total Planned
Subcontracting Dollars

Small Business (SB) 40%
Small Disadvantaged Businesses (SDB) 14.5%
Women-Owned Small Businesses (WOSB) 5%
Service-Disabled Veteran-Owned Small Business 3%
(SDVOSB) )
Veteran-Owned Small Business (including in SDVOSB) 3%
HUBZonc 3%

(1) The Government reserves the right to require a subcontracting plan, as prescribed in
FAR 52.219-9, Small Businesy Subcontracting Plan, at the task order level.



HSTS02-11-R-TTC206 Pagc 76 of 95

(2) When a TO solicitation requires submission of a subcontracting participation plan as
part of a proposal evaluation factor, the Contractor shall submit detailed subcontracting
information as instructed in the TO solicitation, and 1s responsible for compliance with
the subcontracting plan that is ncgotiated and approved by the TO CO throughout the
contract period.

(h) At the discretion of the TO CO, if the TO CO finds that the contractor failed to make
a goad faith effort to comply with its subcontracting plan upon completion of the TO
performance, the TO CO may issuc a final decision to the contractor to that cffect, and
require the payment of liquidated damages in an amount stated, or appropriate contractual
remedies to be processed in accordance with FAR 19.705-7, Liguidated Damages.

H.28 Incorporation of Subcontracting Plan

The [insert Contractor name] subcontracting plan, dated [insert date], in response to the
TIM solicitation, and submitted in accordance with FAR 52.219-9, Small Business
Subcontracting Plan, 1s hereby approved and incorporated herein.

H.29 Notification Requirements Under T&M and Cost Reimbursement

Contracts

Contractor notification requirements for FAR Clause 52.232-20(b}, Limitation of Cost,

FAR Clause 52.232-22 (¢), Limitation of Funds, for CPFF and CPAF task orders, and FAR
Clause 52.232-7(d), Payments under Time and Materials and Labor-Hours, for T&M TOs
(clauses are 1n Section I by reference), shall be accomplished only by separate correspondence
directed to the TO CO with copies to the TO COTR. No other form of “notification™ (e.g.,
mention in any type of monthly progress or status report) will effect compliance. Further,
notification to any individual other than the TO CO shall not constitute compliance with this
requirement.

H.30 Architectural Compliance

All back-end system hardware and/or software must be located in the DHS Consolidated
Data Center unless a waiver is approved by the DHS CI0. All DHS Wide Area Network circuits
must be part of the OneNet architecture unless a waiver is approved by the DHS CIO.

DHS Emerprise Architecture Compliance
All solutions and services shall meet DHS Enterprise Architecture policies, standards,

and procedures. Specifically, the Contractor shall comply with the following Homeland Security
Enterprise Architecture (HLS EA) requirements:

« All developed solutions and requirements shall be compliant with the HLS EA.
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« All IT hardware or software shall be compliant with the HLS EA Technical Reference
Model (TRM) Standards and Products Profile.

« All data assets, information exchanges and data standards, whether adopted or
developed, shall be submitted to the DHS Enterprise Data Management Office

(EDMO) for review and insertion into the DHS Data Reference Mode and Enterprise Ar-
chitecture Information Repository.

« In compliance with OMB mandates, all network hardware shall be IPv6
compatible without modification, upgrade, or replacement.

H.31 Data Stored/Processed at Contractor Site

Unless otherwise directed by TSA, any storage of data must be contained within the resources
allocated by the Contractor to support TSA and may not be on systems that are shared with other
Government or comimercial clients.

(End of Section H)

SECTION I- CONTRACT CLAUSES

L1 FAR 52.252-2 Clauses Incorporated By Reference (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if
they were given in full text. Upon request, the Contracting Officer will make their full text
available. Also, the full text may be accessed electronically at these Internet addresses:

http:/ffarsite.hill.af.mil/
http:/fwww . arel.goy

FAR Clause No. Title and Date

52.203-5 Covenant Against Contingent Fees. (APR 1984}

52.203-6 ‘Restrictions on Subcontractor Sales to the Government. (JUL 1995)

52.203-7 Anti-Kickback Procedures. (JUL 1995)

52.203-8 Cancellation, Rescission, and Recovery of Funds for Tllegal or Improper Activity.
(JAN 1997)

52.203-10 Price or Fee Adjustment for Tllegal or Improper Activity. (JAN 1997)

52.203-12 Limitation on Payments to Influence Certain Federal Transactions. (SEP 2005)
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52.204.6 Data Universal Numbering Systern (DUNS) Number. (OCT 2003)

52.204-7 Central Contractor Registration. (JUL 2006}

52.204-8 Annual Representations and Certifications (Jan 2006)

52.204-9 Personal Identity Verification of Contractor Personnel. (JAN 2006)

52.209-6 Protecting the Government's Interest When Subcontracting with Contractors De-
barred, Suspended, or Proposed for Debarment. (JAN 20053)

52.215-8 Order of Precedence - Uniform Contract Format (OCT 1997)

52.215-10 Price Reduction For Defective Cost Or Pricing Data (OCT 1997)

52.215-12 Subcontractor Cost Or Pricing Data (OCT 1997)

52.215-14 Intcgrity of Unit Prices (OCT 1997)

52.215-15 Pension Adjustments and Asset Reversions (OCT 2004)

52.215-18 Reversion Or Adjustment Of Plans For Postretirement Benefits (PRB)
Other Than Pensions (JUL 2005)

52.215-21 Requirements For Cost Or Pricing Data Or Information Other Than Cost
Or Pricing Data — Modifications (OCT 1997)

52.215-23 Limitations on Pass-Through Charges (OCT 2009)

52.216-4 Economic Price Adjustment — Labor and Material (JAN 1997)

52.216-7 Allowable Cost and Payment (DEC 2002)

52.216-8 Fixed Fee (MAR 1997)

32.216-10 Incentive Fee (MAR 1997) (Applicable to Cost Plus Incentive Fee TOs
only)

52.216-16 Incentive Price Revision-Firm Target (OCT 1997) (Applicable to Fixed
Price
(Firm Target) Incentive TOs only)

52.216-17 Incentive Price Revision-Successive Target (OCT 1997) (Applicable to
Fixed Price (Successive Target) Incentive TOs only)

52.216-18 Ordering (OCT 1995). Fiil in: Date of award through last day of contract
period, as renewed.

52.216-19 Order Limitations (OCT 1995)

52.216-22 Indefinite Quantity (OCT 1995) Fill in: contract expiration date plus 12
months.

52.217-8 Option to Extend Services (NOV 1999) Fill in: Within 60 calendar days —
Applicable at Task Order level only

52.219-9 Small Business Subcontracting Plan (JUL 201()

52.219-16 Liquidated Damages — Subcontracting Plan (JAN 1999)

52.222-2 Payment for Overtime Premiums (JUL 1990)

52.222-3 Convict Labor (JUN 2003}

52.222-21 Prohibition of Scgregated Facilitics (FEB 1999)

52.222-26 Equal Opportunity (MAR 2007)

52.222-35 Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam
Era, and Other Eligible Veterans (SEP 2006)

32.222-36 Affirmative Action for Workers with Disabilitics (JUN 1998)

52.222-37 Employment Reports on Special Disabled Veterans, Veterans of the Vi-
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ctnam Era, and Other Eligible Vcterans (SEP 2006)

52.222-50 Combating Trafficking in Persons (FEB 2009)

52.222-54 Employment Eligibility Verification (JAN 2009)

52.222-40 Notification of Employee Rights under the National Labor Relations Act
(JUN 2010)

52.223-5 Pollution Prevention and Right-To-Know Information (AUG 2003)

52.223-6 Drug-Free Workplace (MAY 2001)

52.223-10 Waste Reduction Program (AUG 2000)

52.223-14 Toxic Chemical Release Reporting (AUG 2003)

52.223-15 Encrgy Efficiency in Encrgy-Consuming Products (DEC 2007)

52.223-16 IEEE 1680 Standard for the Environmental Assessment of Personal Com-
puter Products (DEC 2007)

52.224-1 Privacy Act Notification (APR 1984)

52.224-2 Privacy Act (APR 1984)

52.225-5 Trade Agreements (AUG 2009)

52.225-8 Duty-Free Entry (FEB 2000)

52.225-13 Restrictions on Certain Foreign Purchases (JUN 2008)

52.227-1 Authorization and Consent (DEC 2007)

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC
2007)

32.227-3 Patent Indemnity (APR 1984)

52.227-14 Rights in Data - General Alternate IV (DEC 2007)

52.227-17 Rights in Data-Special Works (DEC 2007)

52-227-19 Commercial Computer Software License (DEC 2007)

52.228-5 Insurance — Work on a Government Installation (JAN 1997)

52.228-7 Insurance Liability to Third Persons (MAR 1996)

52.229-3 Federal, State, and Local Taxes (APR 2003)

52.230-2 Cost Accounting Standards (OCT 2008)

52.230-3 Disclosure and Consistency of Cost Accounting Practices (OCT 2008)

52.230-6 Administration of Cost Accounting Standards (JUN 2010)

52.232-1 Payments {APR 1984)

52.232-7 Payments Under Time and Materials and Labor-Hour Contracts (FEB
2007)

52.232-8 Discounts for Prompt Payment (FEB 2(02)

52.232-9 Limitation of Withholding of Payments (APR 1984)

52.232-11 Extras (APR 1984)

52.232-17 Interest (OCT 2008)

52.232-18 Availability of Funds (APR 1984)

52.232-19 Availability of Funds for the Next Fiscal Ycar (APR 1984)

32.232-20 Limitation of Cost (APR 1984)

52.232-22 Linntation of Funds (APR 1984)

52.232-23 Assignment of Claims (JAN 1986)

52.232-25 Prompt Payment (OCT 2008) ALT I (FEB 2002)

52.232-33 Payment by Electronic Funds Transfer — Central Contractor Registration
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(OCT2003)

52.233-1 Disputes (JUL 2002) ALT [ (DEC 1991)

52.233-3 Protest After Award (AUG 1996) ALT I (JUN 1985)

52.233-4 Applicable Law for Breach of Contract Claim (OCT 2004)

52.237-2 Protection of Government Buildings, Equipment, and Vegetation (APR
1984)

32.237-3) Continuity of Services (JAN 1991

52.239-1 Privacy or Security Safeguards (AUG 1996)

52.242-1 Notice of Intent to Disallow Costs (APR 1984)

52.242-3 Pcnaltics for Unallowable Costs (MAY 2001)

52.242-4 Certification of Final Indirect Costs (JAN 1997)

52.242-13 Buankruptcy (JUL 1995)

52.243-1 Changes--Fixed-Price (AUG 1987) ALT II (APR 1984)

52.243-2 Changes — Cost Reimbursement (AUG 1987) ALT [ and ALT II {APR
1984)

52.243-3 Changes—Time and Materials or Labor Hours (SEP 2000}

52.244-2 Subcontracts ALT I (JUN 2007)

52.244-5 Compeution in Subcontracting (DEC 1996)

52.245-1 Government Property (AUG 2010)

52.245-2 Government Property Installation Operation Services (AUG 2010)

52.245-5 Government Property (Cost-Reimbursement, Time-and-Material, or Labor-Hour
Contracts). (MAY 2004)

52.245-9 Use and Charges (AUG 2010)

52.246-25 Limitation of Liability  Services (FEB 1997)

52.248-1 Value Engineering (FEB 2000)

52.249-2 Termination for Convenience of the Government (Fixed Price) (MAY
2004)

52.249-4 Termination for Convenience of the Government (Services {Short-Form)
(APR 1984)

52.249-6 Termination (Cost Reimbursement)(MAY 2004) and ALT IV (SEP 1996)

52.249-8 Default (Fixed-Price Supply and Service) (APR 1984)

52.249-14 Excusable Delays (APR 1984)

52.251-1 Government Supply Sources (AUG 2010)

52.253-1 Computer Generated Forms (JAN 1991)

L2 Clauses Incorporated in Full Text

The following clauses are hereby incorporated in full text:
FEDERAL ACQUISTION REGULATIONS (FAR)

Required Security Clauses on Classificd Contracts

As prescribed 1n 4.404(a), inscrt the following clause:
52.204-2 Security Clause Requirements (Aug 1996)




HSTS02-11-R-TTC206 Page 31 of 95

(a) This clausc applics to the extent that this contract involves access to information classified
“Confidential,” “Secret,” or “Top Sccret.”

{(b) The Contractor shall comply with—

(1) The Security Agreement (DD Form 441), including the National Industrial Security
Program Operating Manual (DoD 5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the Contractor.

(c) If, subsequent to the date of this contract, the security classification or security requirements
under this contract are changed by the Government and if the changes cause an increase or de-
creasc in sccurity costs or otherwise affect any other term or condition of this contract, the con-
tract shall be subject to an equitable adjustment as if the changes were directed under the Chang-
es clause of this contract.

(d) The Contractor agrees to insert terms that conform substantially to the language of this
clause, including this paragraph {d) but excluding any reference to the Changes clause of this
contract, in all subcontracts under this contract that involve access (o classified information.

Security Requirements for Unclassified Information Technology Resources
(HSAR 3052.204-70) (JUN 2006) (If required for a Task Order)

(a) The Contractor shall be responsible for Information Technology (IT) security for all
systems connected to a DHS network or operated by the Contractor for DHS, regardless of
location.

This clause applies to all or any part of the contract that includes information technology
resources or services for which the Contractor must have physical or electronic access to
sensitive information contained in DHS unclassificd systems that directly support the agency’s
mission.

{b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan
shall describe the processes and procedures that will be followed to ensure appropriate security
of IT resources that are developed, processed, or used under this contract.

(1) Within [ “insert number of days "] days after task order award, the contractor
shall submit for approval its IT Security Plan, which shall be consistent with and
further detail the approach contained in the Offeror's proposal. The plan, as
approved by the Contracting Officer, shall be incorporated into the task order as a
compliance document.

(2) The Contractor’s IT Sccurity Plan shall comply with Federal laws that in-
clude, but are not limited to, the Computer Security Act of 1987 (40 U.S.C. 144]
et seq.); the Government Information Security Reform Act of 200(); and the Fed-
eral Information Security Management Act of 2002; and with Federal policies and
procedurcs that include, but are not limited to, OMB Circular A-130,
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(3) The sccurity plan shall specitically include instructions regarding handling and
protecting scnsitive information at the Contractor’s site (including any
information stored, processed, or transmitted using the Contractor’s computer
systems), and the secure management, operation, maintenance, programming, and
system administration of computer systems, networks, and telecommunications
systems.

{c) Examples of tasks that require security provisions include--

(1) Acquisition, transmission or analysis of data owned by DHS with significant
replacement cost should the contractor’s copy be corrupted; and

(2) Access to DHS networks or computers at a level beyond that granted the
general public (e.g., such as bypassing a firewall).

(d) At the expiration ol the task order, the contractor shall return all sensitive DHS
information and IT resources provided to the contractor during the task order, and certify
that all non-public DHS information has been purged from any contractor-owned system.
Components shall conduct reviews to ensure that the security requirements in the contract
are implemented and enforced.

(e) Within 6 months after task order award, the contractor shall submit written proof of IT
Security accreditation to DHS for approval by the DHS Contracting Officer. Accredita-
tion will proceed according to the criteria of the DHS Sensitive System Policy Publica-
tion, 4300A (Version 2.1, July 26, 2(004) or any replacement publication, which the Con-
tracting Officer will provide upon request. This accreditation will include a final security
plan, risk assessment, security test and evaluation, and disaster recovery plan/continuity
of operations plan. This accreditation, when accepted by the Contracting Officer, shall be
incorporated into the task order as a compliance document. The contractor shall comply
with the approved accreditation documentation.

Contractor Employee Access
(HSAR 3052.204-71) (JUN 2006) (If Required for a Task Order)

(a) Sensitive Inlormation, as used in this Chapter, means any information, the loss,
misuse, disclosure, or unauthorized access to or modification of which could adversely
affect the national or homeland security interest, or the conduct of Federal programs, or
the privacy to which individuals are entitled under Section 552a of title 5, United States
Code (the Privacy Act), but which has not been specilically authorized under criteria es-
tablished by an Executive Order or an Act of Congress to be kept secret in the interest of
national defense, homeland sccurity or forcign policy. This definition includes the fol-
lowing categories of information:

{1) Protected Critical Infrastructure Information (PCII) as set ¢ut in the Critical
Infrastructurc Information Act of 2002 (Title I1, Subtitle B, of the Homeland
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Sccurity Act, Public Law 107-296, 196 Stat. 2133), as amended, the
implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29)
as amended, the applicable PCII Procedures Manual, as amended, and any
supplementary guidance officially communicated by an authorized official of the
Department of Homeland Sccurity (including the PCII Program Manager or
his/her designee);

(2) Sensitive Security Information {SSI), as defined in Title 49, Code of Federal
Regulations, Part 1520, as amended, “Policics and Procedures of Safcguarding
and Control of SS1,” as amended, and any supplementary guidance officially
communicated by an authorized official of the Department of Homeland Security
(including the Assistant Secretary for the Transportation Security Administration
or his/her designee});

(3) Information designated as “For Official Use Only”, which is unclassified
information of a sensitive nature and the unauthorized disclosure of which could
adversely impact a person’s privacy or welfare, the conduct of Federal programs,
or other programs or operations essential to the national or homeland security
interest; and

(4) Any information that is designated “sensitive” or subject to other controls,
safeguards or Protection in accordance with subsequently adopted homeland
security information handling procedures.

(b) “Information Technology Resources” includes, but are not limited to, computer
equipment, networking, telecommunications equipment, cabling, network drives, com-
puter drives, network software, computer software, soltware programes, intranet sites, and
internet sites.

(¢) Contractor employees working on a task order must complete such forms as may be
necessary for security or other reasons, including the conduct of background investiga-
tions to determine suitability. Completed forms shall be submitted as directed by the Con-
tracting Officer under the task order. Upon the Contracting Officer’s request, the Con-
tractor’s employees shall be fingerprinted, or subject to other investigations as required.
All contractor employees requiring recurring access to Government lacilities or access 10
sensitive information or IT resources are required to have a favorably adjudicated back-
ground investigation prior to commencing work on the task order unless the requirement
is waived under Departmental procedures.

(d) The Task Order Contracting Otfficer may require the contractor to prohibit individuals
from working on the task order if the government deems their initial or continued cm-
ployment contrary to the public interest for any reason, including, but not limited to care-
lessness, insubordination, incompetence, or security concerns.

(¢) Work under the task order may involve access to sensitive information, Therefore,
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the Contractor shall not disclose, orally or in writing, any sensitive information to any
person unless authorized access to sensitive information, the contractor shall ensure that
these persons receive training concerning the protection and disclosure of sensitive in-
formation both during and after task order performance.

(f) The Contractor shall include the substance of this clause in all subcontracts at any tier
where the subcontractor may have access to Government facilities, sensitive information,
Or resources.

Alternate I
{JUNE 2006)

(g) Before receiving access to IT resources under the task order, the individual must
reccive a sceurity bricfing, which the Contracting Officer’s Technical Representative
(COTR) will arrange, and complete any nondisclosure agreement furnished by DHS.

(h) The contractor shall have access only to those areas of DHS information technology
resources explicitly stated in the task order or approved by the COTR in writing as neces-
sary for performance of the work under the task order. Any attempts by contractor per-
sonnel to gain access o any information technology resources not expressly authorized
by the Statement of Work, other terms and conditions in the task order or as approved in
writing by the COTR, is strictly prohibited. In the event of violation of this provision,
DHS will take appropriate actions with regard to the contract and the individual(s) in-
volved.

(1) Contractor access to DHS networks from a remote location 1s temporary privilege for
mutual convenience while the contractor performs business {or the DHS Component. It 1s
not a right, a guarantee of access, a condition of the task order, or Government Furnished
Equipment (GFE).

(j) Contractor access will be terminated for unauthorized use. The contractor agrees to
hold and save DHS harmless from any unauthorized use and agrees not to request addi-
tional time or money under the task order for any delays resulting from unauthorized use
Or access.

(k) Non-U.S. citizens shall not be authorized to access or assist in the development,
operation, management or maintenance of Department IT systems under the task order,
unless a waiver has been granted by the Head of the Component or designee, with the
concurrence of both the Department’s Chief Secunity Officer (CSO) and the Chief Infor-
mation Officer (CIO) or their designees. Within DHS Headquarters, the waiver may be
granted only with the approval of

both the CSO and the CIO or their designees. In order for a waiver to be granted:

(1) The individual must be a legal permanent resident of the U.S. or a citizen of
Ircland, Isracl, the Republic of the Philippines, or any nation on the Allicd
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Nations List maintained by the Department of Statc;

(2) There must be a compelling reason for using this individual as opposed to a
1.8, citizen; and

(3) The waiver must be in the best interest of the Government.

(1) Contractors shall identify in their proposals the names and citizenship
of all non-U.S. citizens proposcd to work under the task order. Any addi-
tions or deletions of non-U.S. citizens after task order award shall also be
reported to the Task Order Contracting Officer.

ALTERNATE II
(JUNE 2006)

{m)Each individual emplovee working under the task order shall be a citizen ol the
United States of America, or an alien who has been lawfully admitted for permanent resi-
dence as evidence by a permanent Resident Card (USCIS [-551). Any exceptions must be
approved by the Department’s Chief Security Officer or designee.

(n) Contractor’s shall identify in their task order proposals, the names and citizenship of
all non-U.S. citizens proposed to work under the task order. Any additions or deletions of
non- U.S. citizens after task order award shall also be reported to the Task Order Con-
tracuing Oflficer.

Limitation of Future Contracting
(HSAR 3052.209-73) (JUN 2006)

{(a) The Contracting Officer has determined that this acquisition may give rise to a
potential organizational conflict of interest. Accordingly, the attention of prospective Of-
ferors is invited to FAR Subpart 9.5 - Organizational Conflicts of Interest.

(b) The nature of this conflict is; () When either the Prime contractor, core team
member(s} and/or subcontractor (a) has access to procurement sensitive information that
may provide it an unfair advantage in competing for some or all of the proposed effort;
or {b) drafts or recommends specifications or statements of work or substantially com-
plete statements of work; (2) the contractor reviews the work of itself or any affiliates; or
{(3) offers advice or planning in areas in which the contractor or any affiliates have fi-
nancial interests tied to particular solutions.

(c) The restrictions upon future contracting are as follows:
(1) If the Contractor, under the terms of this contract, or through the performance

ol tasks pursuant to this contract, is required to develop specilications or state-
ments of work that are to be incorporated into a solicitation, the Contractor shall
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be incligible to perform the work described 1n that solicitation as a prime or first-
tier subcontractor under an ensuing DHS contract. This restriction shall remain in
effect for a reasonable time, as agreed to by the Contracting Officer and the Con-
tractor, sufficient to avoid unfair competitive advantage or potential bias (this
time shall in no case be less than the duration of the initial production contract).
DHS shall not unilaterally require the Contractor to prepare such specifications or
statements of work under this contract.

(2) To the extent that the work under this contract requires access to proprictary,
business confidential, or financial data of other companies, and as long as these
data remain proprietary or confidential, the Contractor shall protect these data
from unauthorized use and disclosure and agrees not to use them to compete with
those other companies.

Notification of Ownership Changes
(FAR 52.215-19) (OCT 1997)

(a) The Contractor shall make the following notifications in writing:

(1) When the Contractor becomes aware that a change in its ownership has oc-
curred, or 1s certain to occur, that could result in changes in the valuation of its
capitalized assets in the accounting records, the Contractor shall notify the Ad-
ministrative Contracting Officer (ACQO) within 30 calendar days.

(2) The Contractor shall also notify the ACO within 30 calendar days whenever
changes to asset valuations or any other cost changes have occurred or are certain
to occur as a result of a change in ownership.

(b) The Contractor shall-

(1) Maintain current, accurate, and complete inventory records of assets and their
COSLS;

(2) Provide the ACQO or designated representative ready access to the records up-
on request;

(3) Ensure that all individual and grouped assets, their capitalized values,
accumulated depreciation or amortization, and remaining uselul lives are
identified accurately before and after each of the Contractor's ownership changes;
and

(4) Retain and continue to maintain depreciation and amortization schedules
bascd on the assct records maintained before cach Contractor ownership change.
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{(c) The Contractor shall include the substance of this clause in all subcontracts under this
contract that meet the applicability requirement of FAR 15.408(k).

52.216-10 Incentive Fee.(Mar 1997) (For Incentive Fee Task Orders Only-If Applicable. Fill-ins
will be complcted on cach task order)

(a) General. The Government shall pay the Contractor for performing this contract a fee de-
termined as provided in this contract.

(b) Target cost and target fee. The target cost and target fee specified in the Schedule are sub-
ject to adjustment if the contract is modificd in accordance with paragraph (d) of this clause.

(1) “Target cost,” as used in this contract, means the estimated cost of this contract as ini-
tially negotiated, adjusted in accordance with paragraph (d) of this clause.

(2) “Target fee,” as used in this contract, means the fee initially negotiated on the assump-
tion that this contract would be performed for a cost equal to the estimated cost initially negotiat-
ed, adjusted in accordance with paragraph (d) of this clause.

(c) Withholding of payment. Normally, the Government shall pay the fee to the Contractor as
specified in the Schedule. However, when the Contracting Officer considers that performance or
cost indicates that the Contractor will not achieve target, the Government shall pay on the basis
of an appropriate lesser fee. When the Contractor demonstrates that performance or cost clearly
indicates that the Contractor will earn a fee significantly above the target fee, the Government
may, at the sole discretion of the Contracting Officer, pay on the basis of an appropriate higher
fee. After payment of 85 percent of the applicable fee, the Contracting Officer may withhold fur-
ther payment of fee until a reserve is set aside in an amount that the Contracting Oflicer consid-
ers necessary to protect the Government’s interest. This reserve shall not exceed 15 percent of
the applicable [ee or $100,000, whichever 1s less. The Contracting Olficer shall release
75 percent of all fee withholds under this contract after receipt of the certified final indirect cost
rate proposal covering the year of physical completion of this contract, provided the Contractor
has satisfied all other contract terms and conditions, including the submission of the final patent
and royalty reports, and is not delinquent in submitting final vouchers on prior years’ settle-
ments. The Contracting Officer may release up to 90 percent of the fee withholds under this con-
tract based on the Contractor’s past performance related (o the submission and settlement of final
indirect cost rate proposals.

(d) Equitable adjustments. When the work under this contract 1s increased or decreased by a
modification to this contract or when any cquitable adjustment in the target cost is authorized
under any other clause, equitable adjustments in the target cost, target fee, minimum fee, and
maximum fec, as appropriatc, shall be stated in a supplemental agreement to this contract.

(e) Fee payable.

(1) The fee payable under this contract shall be the target fee increased by [ Contract-

ing Officer insert Contractor’s participation] cents [or every dollar that the total allowable cost
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is less than the target cost or decrcased by [Contracting Officer insert Contracior’s par-
ticipation] cents for every dollar that the total allowable cost exceeds the target cost. In no event
shall the fee be greater than [Contracting Officer insert percentage] pereent or

less than [Contracting Officer insert percentage] percent of the target cost.

(2) The fee shall be subject to adjustment, to the extent provided in paragraph (d) of this
clause, and within the minimum and maximum fee limitations in paragraph (e)(1) of this clause,
when the total allowable cost is incrcased or decreased as a consequence of—

(1) Payments made under assignments; or

(11) Claims excepted from the release as required by paragraph (h)(2) of the Allowable
Cost and Payment clause.

(3) It this contract is terminated in its entirety, the portion of the target fee payable shall not
be subject to an increase or decrease as provided in this paragraph. The termination shall be ac-
complished in accordance with other applicable clauses of this contract.

(4) For the purpose of fee adjustment, “total allowable cost” shall not include allowable
Costs arising out of—

(1) Any of the causes covered by the Excusable Delays clause to the extent that they are
beyond the control and without the fault or negligence of the Contractor or any subcontractor;

(11) The taking effect, after negotiating the target cost, of a statute, court decision, written
ruling, or regulation that results in the Contractor’s being required to pay or bear the burden of
any tax or duly or rate increase in a tax or duty;

(111) Any direct cost attributed to the Contractor’s involvement in litigation as required by
the Contracting Officer pursuant to a clause of this contract, including furnishing evidence and
information requested pursuant to the Notice and Assistance Regarding Patent and Copyright
Infringement clause;

(iv) The purchase and maintenance of additional insurance not in the target cost and re-
quired by the Contracting Officer, or claims [or reimbursement for liabilities to third persons
pursuant to the Insurance Liability to Third Persons clause;

(v) Any claim, loss, or damage resulting from a risk for which the Contractor has been re-
lieved of liability by the Government Property clause; or

(vi) Any claim, loss, or damage resulting from a risk defined in the contract as unusually
hazardous or as a nuclear risk and against which the Government has expressly agreed to indem-
nily the Contractor.

(5) All other allowable costs arc included in “total allowable cost” for fee adjustment in ac-
cordance with this paragraph (e), unless otherwise specilically provided in this contract.

(f) Contract modification. The total allowable cost and the adjusted fee determined as provid-
ed in this clause shall be evidenced by a modilication to this contract signed by the Contractor
and Contracting Officer.
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(g) Inconsistencies. In the cvent of any language inconsistencics between this clause and pro-
visioning documents or Government options under this contract, compensation for spare parts or
other supplics and services ordered under such documents shall be determined in accordance
with this clause.

(End of clausc)

Determination of Award Fee
(HSAR 3052.216-71) (DEC 2003) (For Award Fee Task Orders Only-If Applicable. Fill-ins
will be completed on cach task order)

(a) The Government shall evaluate contractor perlormance at the end of each specitied
evaluation period(s) to determine the amount of award. The contractor agrees that the
amount of award and the award fee methodology are unilateral decisions to be made at
the sole discretion of the Government.

(b) Contractor performance shall be evaluated according to a Performance Evaluation
Plan. The contractor shall be periodically informed of the quality of its performance and
areas in which improvements are expected.

(c) The contractor shall be promptly advised, in writing, of the determination and reasons
why the award fee was or was not earned. The contractor may submit a performance self-
evaluation for each evaluation period. The amount of award is at the sole discretion of the
Government but any self-evaluation received within (insert number) days after the end of
the current evaluation period will be given such consideration, as may be deemed appro-
priate by the Government.

(d) The Government may specify that a fee not earned during a given evaluation period
may be accumulated and be available for allocation to one or more subsequent periods. In
that event, the distribution of award fee shall be adjusted to reflect such allocations.

Performance Evaluation Plan
(HSAR 3052.216-72) (DEC 2003) (For Award Fee Task Orders Only-If Applicable. Fill-ins
will be completed on cach task order)

(a) A Performance Evaluation Plan shall be unilaterally established by the

Government bascd on the criteria stated in the contract and usced for the determination of
award fee. This plan shall include the criteria used to evaluate each area and the percent-
age of award fee (if any) available for each area. A copy of the plan shall be provided to
the contractor (insert number) calendar days prior to the start of the first evalu-
ation period.

{(b) The criteria contained within the Performance Evaluation Plan may relate to: (1)



HSTS02-11-R-TTC206 Pagc 90 of 95

Technical (including schedule) requircments if appropriate; (2} Management; and (3)
Cost.

(c) The Performance Evaluation Plan may, consistent with the contract, be revised
unilaterally by the Government at any time during the period of performance. Notifica-
tion of such changes shall be provided to the contractor (insert number) calen-
dar days prior to the start of the evaluation period to which the change will apply.

Distribution of Award Fee
(HSAR 3052.216-73) (DEC 2003) (For Award Fee Task Orders Only-If Applicable, Fill-ins
will be completed on each task order)

(a) The total amount of award fee available under this contract is assigned according to
the following evaluation periods and amounts:

Evaluation Period:
Available Award Fee:
(insert appropriate information)

(b) Payment ol the base [ee and award fee shall be made, provided that alter payment of
85 percent of the base fee and potential award fee, the Government may withhold further
payment of the base fee and award fee until a reserve is set aside in an amount that the
Government considers necessary to protect its interest. This reserve shall not exceed 15
percent of the total base fee and potential award fee or S100,000, whichever is less.

(c) In the event of contract termination, either in whole or in part, the amount of award
fee available shall represent 4 pro rata distribution associated with evaluation period ac-
tivities or events as determined by the Government.

(d) The Government will promptly make payment of any award fee upon the submission
by the contractor to the contracting officer's authorized representative, of a public vouch-
er or invoice 1n the amount of the total fee earned for the period evaluated. Payment may
be made without using a contract modification.

Small Business Subcontracting Plan Reporting
(HSAR 3052.219-70) (JUN 2006)

(a) The Contractor shall enter the information for the Subcontracting Report for
Individual Contracts (formally the Standard Form 294 (SF294) and the Summary Sub-
contractor Report (formerly the Standard Form 295 (SF293) into the electronic Subcon-
tracting Reporting Systecm (eSRS) at www.csrs.gov.

(b) The Contractor shall include this clause in all subcontracts that include the clause at
(FAR) 48 CFR 52.219-9.
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Performance-Based Payments
(FAR 52.232-32) (JAN 2008) (For Task Orders only if applicable. Fill-ins will be completed
on each task order)

(a) Amount of payments and limitations on payments. Subject to such other limitations
and conditions as arc spceified in this contract and this clause, the amount of payments
and limitations on payments shall be specified in the contract’s description of the basis
for payment.

(b) Contractor request for performance-based paymient. The Contractor may submit
requests for payment of performance-based payments not more frequently than monthly,
in a form and manner acceptable to the Contracting Officer. Unless otherwise authorized
by the Contracting Officer, all performance-based payments in any period for which
payment is being requested shall be included in a single request, appropriately itemized
and totaled. The Contractor’s request shall contain the information and certification de-
tailed in paragraphs (1) and (m) of this clause.

(c) Approval and payment of requests.

(1) The Contractor shall not be entitled 1o payment of a request for performance
based payment prior to successful accomplishment of the event or performance
criterion for which payment is requested. The Contracting Ofticer shall determine
whether the event or performance criterion for which payment 1s requested has
been successfully accomplished in accordance with the terms ol the contract. The
Contracting Officer may, at any time, require the Contractor to substantiate the
successful performance of any event or performance criterion which has been or
is represented as being payable.

(2) A payment under this performance-based payment clause is a contract {inanc-
ing payment under the Prompt Payment clause of this contract and not subject to
the interest penalty provisions of the Prompt Payment Act. The designated pay-
ment office will pay approved requests on the [Contracting Officer
insert day as prescribed by agency head, if not prescribed, insert “30th ] day af-
ter receipt of the request for performance-based payment by the designated pay-
ment office. However, the designated payment office is not required to provide
payment if the Contracting Officer requires substantiation as provided in
paragraph (c)(1) of this clause, or inquires into the status ol an event or
performance criterion, or into any of the conditions listed in paragraph (e} of this
clause, or into the Contractor certification. The payment period will not begin
until the Contracting Officer approves the request.

(3) The approval by the Contracting Officer of a request for performance-based
payment does not constitute an acceptance by the Government and does not
excuse the Contractor from performance of obligations under this contract.
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(d) Liquidation of performance-bascd payments.

(1) Performance-based finance amounts paid prior to payment for delivery of an
item shall be liquidated by deducting a percentage or a designated dollar amount
from the delivery payment. If the performance-based finance payments arc on a
delivery item basis, the liquidation amount for each such line item shall be the
percent of that delivery item price that was previously paid under performance
based finance payments or the designated dollar amount. It the performance-
bascd financc payments arc on a whole contract basis, liquidation shall be by
either pre-designated liquidation amounts or a liquidation percentage.

(2) It at any time the amount of payments under this contract exceeds any limita-
tion in this contract, the Contractor shall repay to the Government the excess. Un-
less otherwise determined by the Contracting Officer. such excess shall be credit-
ed as a reduction in the unliquidated performance-based payment balance(s), after
adjustment ol invoice payments and balances for any retroactive price
adjustments.

(e) Reduction or suspension of performarnce-based payments. The Contracting Officer
may reduce or suspend performance-based payments, liguidate performance-based pay-
ments by deduction from any payment under the contract, or take a combination of these
actions after finding upon substantial evidence any of the following conditions:

(1) The Contractor failed to comply with any material requirement of this contract
(which includes paragraphs (h) and (i) of this clause).

(2) Performance of this contract is endangered by the Contractor’s—
(1) Failure to make progress; or
(1) Unsatistactory financial condition.
(3) The Contractor is delinquent in payment of any subcontractor or supplier un-

der this contract in the ordinary course of business.

(D) Tie.
(1) Title to the property described in this paragraph (1) shall vest in the Govern-
ment. Vestiture shall be immediately upon the date of the first performance-based
payment under this contract, for property acquired or produced before that date.
Otherwise, vesuture shall occur when the property is or should have been
allocable or properly chargeable to this contract.

(2) "Property, " as used in this clause, includes all of the following described
items acquired or produced by the Contractor that are or should be allocable or
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properly chargeable to this contract under sound and gencrally accepted account-
ing principles and practices:

(1) Parts, materials, inventories, and work in process;

(11) Special tooling and special test equipment to which the Government is
to acquire title under any other clause of this contract;

(1) Nondurablc (i.¢., noncapital) tools, jigs, dics, fixturcs, molds, patterns,
taps, gauges, test equipment and other similar manufacturing aids, title to
which would not be obtained as special tooling under paragraph (£)(2)(i1)
of this clause; and

(iv) Drawings and technical data, to the extent the Contractor or
subcontractors are required to deliver them to the Governiment by other
clauses of this contract.

(3) Although title to property is in the Government under this clause, other appli-
cable clauses of this contract (e.g., the termination or special tooling clauses) shall
determine the handling and disposition of the property.

(4) The Contractor may sell any scrap resulting from production under this con-
tract, without requesting the Contracting Officer’s approval, provided that any
significant reduction in the value of the property to which the Government has
title under this clause is reported in writing to the Contracting Officer.

(5) In order 1o acquire for 1ts own use or dispose of property to which title is vest-
ed in the Government under this clause, the Contractor shall obtain the Contract-
ing Officer’s advancce approval of the action and the terms. If approved, the basis
for payment (the events or performance criteria) to which the property is related
shall be deemed to be not in compliance with the terms of the contract and not
payable (if the property is part of or needed for performance), and the Contractor
shall refund the related performance-based payments in accordance with para-
graph (d) of this clause.

{6) When the Contractor completes all of the obligations under this contract,
including liquidation of all performance-based payments, title shall vest in the
Contractor for all property (or the proceeds thereof) not—

(1) Delivered to, and accepted by, the Government under this contract; or

(i1) Incorporated in supplics delivered to, and accepted by, the
Government under this contract and to which title is vested in the
Government under this clause.
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(7) The terms of this contract concerning lability for Government-furnished
property shall not apply to property to which the Government acquired title solely
under this clause.

{(g) Risk of loss. Before delivery to and acceptance by the Government, the Contractor
shall bear the risk of loss for property, the title to which vests in the Government under
this clause, except to the extent the Government expressly assumes the risk. If any prop-
erty is damaged, lost, stolen, or destroyed, the basis of payment (the events or perfor-
mance critcria) to which the property is related shall be deemed to be not in compliance
with the terms of the contract and not payable (it the property is part of or needed for per-
formance), and the Contractor shall refund the related performance-based payments in
accordance with paragraph (d) of this clause.

(h) Records and controls. The Contractor shall maintain records and controls adequate
for administration of this clause. The Contractor shall have no entitlement to perfor-
mance-based payments during any time the Contractor’s records or controls are deter-
mined by the Contracting Officer to be inadequate for administration of this clause.

(1) Reports and Government access. The Contractor shall promptly furnish reports,
certificates, financial statements, and other pertinent information requested by the Con-
tracting Officer for the administration of this clause and to determine that an event or
other criterion prompting a financing payment has been successfully accomplished. The
Contractor shall give the Government reasonable opportunity to examine and verify the
Contractor’s records and to examine and verity the Contractor’s performance of this con-
tract for administration of this clause.

(j) Special terms regarding default. If this contract is terminated under the Default clause,
(1) the Contractor shall, on demand, repay to the Government the amount of
unliquidated performance-based payments, for all property for which the Gov-
ernment elects not to require delivery under the Delault clause of this contract.
The Government shall be liable for no payment except as provided by the Default
clause.

(k) Reservation of rights.

(1) No payment or vesting of title under this clause shall—

(1) Excuse the Contractor from performance of obligations under this con-
tract; or

(11) Constitute a waiver of any of the rights or remedies of the parties
under the contract.

{2) The Government’s rights and remedics under this clause—
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(1) Shall not be exclusive, but rather shall be in addition to any other rights
and remedies provided by law or this contract; and

(i1) Shall not be affccted by delayed, partial, or omitted cxcrcisc of any
right, remedy, power, or privilege, nor shall such exercise or any single
exercise preclude or impair any further exercise under this clause or the
exercise of any other right, power, or privilege of the Government.

(1) Content of Contractor's request for performance-based payment. The Contractor’s
request for performance-based payment shall contain the following:

{1) The name and address of the Contractor;
(2) The date of the request for performance-based payment;

{3) The contract number and/or other identifier of the contract or order under
which the request is made:

(4) Such information and documentation as is required by the contract’s
description of the basis for payment; and

(5) A certification by a Contractor official authorized to bind the Contractor, as
specified in paragraph (m) of this clause.

(m) Content of Contractor's certification. As required in paragraph (1)(5) of this clause,
the Contractor shall make the following certification in each request for performance-
based payment:

I certify to the best of my knowledge and belief that—

(1) This request [or performance-based payment is true and correct; this request
{and attachments) has been prepared from the books and records of the
Contractor, in accordance with the contract and the instructions of the
Contracting Officer;

(2) (Except as reported in writing on ), all payments to
subcontractors and supplicrs under this contract have been paid, or will be
paid, currently, when due in the ordinary course of business;

(3) There are no encumbrances (except as reported in writing on }
against the property acquired or produced for, and allocated or properly
chargeable to, the contract which would affect or impair the Government's
title;
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(4) There has been no materially adverse change in the financial condition of
the Contractor since the submission by the Contractor to the Government of
the most recent written information dated ;and

(5) After the making of this requested performance-based payment, the amount
of all payments for each deliverable item for which performance-based
payments have been requested will not exceed any limitation in the

contract, and the amount of all payments under the contract will not exceed
any limitation in the contract.

Note: Contractor shall submit proposals in accordance with the provision at 52.216-30,
Time-and-Materials/Labor-Hour Proposal Requirements - Non-Commercial Itein Acquisitions
without Adequate Price Competition, in solicitations for noncommercial items contemplating use
of a Time-and-Materials or Labor-Hour type of contract if the price is not expected to be based
on adequate price competition (if the contractor 18 unsure whether there will be adequate price
competition, the contractor shall contact the TO CO [or the specific task.)

Time-and-Matcerials/Labor-Hour Proposal Requirements—Non- Commercial Item Acqui-
sition without Adequate Price Competition
(52.216-30) (FEB 2007)

(1) The Government contemplates award of a Time-and-Materials or Labor-Hour type of
contract resulting {rom this solicitation.

(b) The Offeror must specify separate fixed hourly rates in its offer that include wages,
overhead, general and administrative expenses, and profit for each category of labor to be
performed by—

(1) The Offeror;

(2) Each subcontractor; and

(3) Each division, subsidiary, or affiliate of the Offeror under a common
control.

{c) Unless exempt under paragraph (d) of this provision, the tixed hourly rates for
services transferred between divisions, subsidiaries, or affiliates of the Offeror under a
commaon control—

(1) Shall not include profit for the transferring organization; but

(2) May include prolit for the prime Contractor.

(d) The fixed hourly rates for services that meet the definition of commercial item at
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2.101 that arc transferred between divisions, subsidiaries, or affiliates of the Offcror un-
der a common control may be the established catalog or market rate when it is the estab-
lished practice of the transferring organization to price inter-organizational transfers at
other than cost for commercial work of the Offeror or any division, subsidiary or affiliate
of the Offcror under a common control.

Option to Extend the Term of the Contract
(FAR 52.217-9)(MAR 2000)

(a) The Government may extend the term of this contract by written notice to the

Contractor at any time within the term of the contract, provided that the Government gives the
Contractor a preliminary written notice of its intent 1o extend at least thirty (30) days belore the
contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered
to include this option clause.

(c) The total duration of this contract, including the exercise of any options under this
clause, shall not exceed sixty (60) months.

52.217-8 Option to Extend Services. (NOV 1999)

The Government may require continued performance of any services within the limits and at the
rates specified in the contract. These rates may be adjusted only as a result of revisions 1o pre-
vailing labor rates provided by the Secretary of Labor. The option provision may be exercised
more than once, but the total extension of performance hereunder shall not exceed 6 months. The
Contracting Officer may exercise the option by written notice to the Contractor within 30 days
belore expiration.

(End of clause)
(End of Section I



